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shared freely.
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Cyber Intelligence: U.S. & Israel vs Iran - CyberWarfare

This report contains selected cyber-security information from 20" February to 5%
March 2026.

Synopsis

1. What cyberwar? What are the cyber forces in play? For the: U.S. , Israel, and Iran.
What has happened in the cyberwarfare so far? What is forecast for Iran’s hackers and

U.S. and Israeli cyberwarfare.

2. We report hacker activity based on the threat posed. It is our assessment that
cyber conflicts such as Russia vs Ukraine, Iran vs Israel, etc are the most likely sources
for the creation of next generation malware and a primary source of cyber attacks.

Iran’s Cyberwar has Begun

3. What cyberwar? The headline from ‘The Register’ says it all; in addition to the
missiles, drones, bombing, and fighter operations, cyberwarfare has commenced.
Iran’s cyber activity started long before this chapter of the conflict began. Targets
included Israel, the U.S., other Persian Gulf countries, and sometimes western
democracies. As The Register reports: “Iranian hackers have launched spying
expeditions, digital probes, and distributed denial of service (DDoS) attacks in the
wake of the US and Israel launching missile strikes over the weekend, and security
researchers urge organizations to expect more cyber intrusions as the war
continues. ... digital attacks against American organizations are inevitable.” Some
computer security companies are already reporting “analytical indications that the
presumed Iranian actors were scouting and gauging regional infrastructure
vulnerabilities."”?

The ‘Cyber Forces’ Of The Conflict

NOTE: This is NOT intended to be a detailed breakdown of all the cyber forces
engaged in the U.S. and Israel vs Iran conflict. This is an overview to provide general
context of what is going on, as well as what we can expect.

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.
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4. U.S.:

A. U.S. Government Organizations: The ‘Department of War’® Cyber
Command was supposed to have twenty seven ‘Combat Mission Teams’ (CMF)
by 2018.% This is its offensive strike force. ‘Defense Scoop’ reported that 12 of
14 new CMF teams (in addition to the original 27 teams) have reached “full
operational capability” for a total of 39 CMF teams.> A unknown number of
these teams will be working for U.S. Central Command (CENTCOM) supporting
‘Operation Epic Fury’ against Iran. Each component command (Army, Navy,
Marine Corps, and Air Force) has their own cyber operations, including CMF
Teams attached from Cyber Command.

B. NSA: According to its website, the ‘National Security Agency’ (NSA) has a
‘Cybersecurity Collaboration Center’ used to partner “with allies, private
industry, academics, and researchers to strengthen awareness and
collaboration to advance the state of cybersecurity.”® Officially the NSA
supports cyberwarfare through Cyber Command. That said, there have been
offensive campaigns and the development of malware (such as STUXNET)
attributed to the NSA. Considered extremely capable, details on the NSA’s
strength and capabilities are unknown (classified).

C. Department of Homeland Security: Each agency with the Department of
Homeland Security (DHS), from the FBI to the Coast Guard, has its own cyber
division. Leadership in cyber defence is theoretically with the Cybersecurity
and Infrastructure Security Agency (CISA). In practice, many personnel were
released during the ‘DOGE’ cost reduction purges. A number of contracts,
including liaison and cyber intelligence exchanges, were defunded as part of
the same process. Administration officials insist there is no loss of capability in
CISA, however the lack of cyber intelligence circulating into and from industry
back to the U.S. government suggests the U.S. cyber defences have been
significantly degraded.

D. Cyber Security Companies: American cybersecurity companies have
contracts with clients, and many have links through cooperative industry-based
security organizations called Information Sharing and Analysis Centers (ISAC).
The links between ISACs and CISA were defunded. In practise, many
cybersecurity companies can and do collaborate to protect their clients during
cyber attacks. Further, many cybersecurity companies have informal links to
the U.S. government through veterans or previous employment.

E. Supporting Organizations: Allies of the U.S. such as NATO, the Five Eyes
Intelligence community, and individual countries were not advised of the
operation. This would greatly reduce the normal level of cooperation and
mutual support the U.S. would receive.

According to U.S. federal legislation, the Department of Defense has not been officially renamed.

3
4 Source: U.S. Department of Defence ‘Cyber Strategy’ 17 April 2015
5
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Source: Defense Scoop. 12 of 14 new cyber mission force teams now established.
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F. Hacktivists: There are undoubtedly groups of hackers who want to ‘do their
part’ and support the attacks on Iran. With Iranian Internet down, there are few
if any targets for them to engage.

5. Israel:

A. Israel’s ‘NSA’: The 8200. Israel’s cyberwarfare unit is considered
equivalent to the NSA in the U.S. or GCHQ in the UK. The 8200 is part of Israel’s
intelligence organization and the single largest unit in Israel’s military. “Its
activities are usually highly secret and range from signals intelligence to data
mining and technological attacks and strikes. Some of the operations it has
allegedly been involved in include the 2005-10 Stuxnet virus attack that
disabled Iranian nuclear centrifuges, a 2017 cyberattack on Lebanon's state
telecoms company Ogero, and the thwarting of an ISIS attack on a civilian
airliner traveling from Australia to the United Arab Emirates in 2018. ... it
operates in all areas, including combat zones, and in wartime, is integrated
closely with combat command headquarters."’

B. Cyber Security Companies. The 8200 has both formal and informal links
to Israel’s computer industry and in particular its cyber security companies.
While not officially listed in any report of forces, personnel have moved from
cybersecurity companies to the 8200 and vice versa. It is assessed that Israel’s
cybersecurity companies play a major role in supporting 8200 operations.

C. Hacktivists: Cyber security companies have identified a small number of
hacking groups that support Israel. The ‘Sophos’ security team has identified
the ‘Troll Hacker Team’ as attacking pro-lranian hacking groups.® “Other pro-
Israel hacking groups include the India-linked Team UCC Ops, the relatively
new and previously unknown hacktivist gangs Garuna Ops and SilenOne.”®

6. Iran:

A. Government-sponsored Hacking Teams. Iran has a number of state-
backed hacking teams mostly operating for either their Ministry of Intelligence
(MOIS) or the Islamic Revolutionary Guard Corps (IRGC). Six of these teams are
major groups, often operating multiple campaigns concurrently.'® Iran appears
to have already staged “malware to target entities in Israel and the Middle East
... This is pretty common for threat actors to stage their tools before
executing.”'* Government sponsored team activity remains relatively quiet.
Cyber Security company Palo Alto Networks attributes the lack of state based
activity to “limited internet connectivity resulting from the ongoing blackout,
which at the time of writing has entered its fourth day."*?

B. Hacktivists: Reports on hacktivist groups supporting Iran range from 12 to
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11 Source:
12 Source:
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80 groups, with 149 hacktivist originating DDoS attacks against 110
organizations in 16 countries.® “Flashpoint [a cyber security company]
reported that a broad coalition of pro-Iran and pro-Russia groups launched
Oplsrael, a campaign focusing on data exfiltration and critical infrastructure
attacks.”* Although there is a lengthy list of claims attacks, the vast majority
of the attackers claims appear to be exaggerated or outright disinformation.
Most attacks appear to be ineffective.

The Cyberwar - So Far

7. U.S. Announces Use of Cyber Forces. “The Pentagon has admitted that cyber
soldiers are playing a key role in its attacks on Iran. ... Chairman of the Joint Chiefs of
Staff, General Dan Caine, discussed cyber operations in the same breath as traditional
military domains ... ‘Across every domain, land, air, sea, cyber, the U.S. Joint Force
delivered synchronized and ... layering non-kinetic effects, disrupting and degrading
and blinding Iran’, ... ‘Coordinated space and cyber operations effectively disrupted
communications and sensor networks across the area of responsibility, leaving the
adversary without the ability to see, coordinate, or respond effectively.’ "' Details on
cyber operations were not provided.

8. Iran Tries To Hack Digital Surveilance Camers For Targeting. According to
Check Point security researchers “Multiple Iranian hacking crews have been targeting
internet-connected surveillance cameras across Israel and other Middle Eastern
countries|...]. [There have been] ‘hundreds’ of attempts to exploit a handful of bugs in
IP cameras made by two manufacturers, Hikvision and Dahua, [...] in countries that
have seen significant missile activity. Iran traditionally uses digital reconnaissance -
including compromised cameras - to prepare for physical attacks.”*®

9. Effect of Pro-lranian Hacking. Cybersecurity company ‘Cisco Talos’ has been
monitoring the US-Israel-Iran cyberattacks. “Currently there does not appear to be
any significant increase in cyber activity associated with [Iranian] state-sponsored or
state-affiliated groups,” ... “Any possible impacts will likely be from sympathetic
groups like hacktivists, some of whom have already launched website defacement
and DDoS campaigns in support of Iran. Additionally, cyber criminals are likely to take
advantage of the war to try and increase their scope of infections through the use of
lures and other social engineering avenues.”"’

Cyberwarfare Forecast

10. What Will Iran Do? “Iran has a track record of using cyber operations to retaliate
against ‘perceived political slights,” adding these activities have increasingly
incorporated ransomware. ... Cybersecurity company SentinelOne has

13 Source: The Hacker News. 149 Hacktivst DDoS Attacks Hit 11 rganizations in 1 ntries Afer Middl
East Conflict
14 Source: Security Week. Iran Cyber Front: Hacktivist Activity Rises, but State Sponsored Attacks Stay Low

15 Source: The Register. Cyberwarriors elevated to big leagues in US war with Iran
16 Source: The Register. ‘Hundreds’ of Iranian hacking attempts have hit surveillan

missile strikes
17 Source: Security Week. Iran Cyber Front: Hacktivist Activity Rises, but State-Sponsored Attacks Stay Low
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also assessed with high confidence that organizations in Israel, the U.S., and allied
nations are likely to face direct or indirect targeting, particularly within government,
critical infrastructure, defence, financial services, academic, and media sectors.
‘Iranian threat actors have historically demonstrated a willingness to blend espionage,
disruption, and psychological impact operations to advance strategic objectives,’ “*®

11. Iran’s cyber forces will:

* Almost Certainly find other means to access the Internet in order to resume
cyber operations.

Almost Certainly continue searching for cyber targets in Israel — destroying or
damaging Israeli targets would constitute a ‘political win’.

Highly Probably continue to target energy (such as production facilities, tank
farms, shipping infrastructure, and pipelines) and digital infrastructure (such as
the AWS Data Centers) in order to inflict maximum economic pain.

Highly Probably continue efforts to hack digital cameras in Israel and in
countries around the Persian Gulf — their objective is collection of information
for targeting and bomb damage assessment after missile strikes.

Highly Probably continue to hack GPS signals, especially in the area of the
Strait of Hormuz; this would affect merchant shipping entering and leaving the
Persian Gulf.

Highly Probably continue disinformation efforts, endeavouring to change
perception of the U.S. to that of ‘infidel aggressor’.

12. Pro-lranian hacking groups will:

*  Probably continue to operate with minimal direction from Iran.

* Probably continue in attempts to breach Israeli military systems.

* Probably expand their targeting to include the U.S. and probably allies (such as
the UK) supporting the military attacks on Iran. IF targeting switches to the
U.S., the hacking groups will be seeking high visibility targets, not necessarily
high value nor high pay-off targets.

* Probably continue to attack media.

13. The U.S. and Israel will almost certainly continue their collection of targeting
information, as well as their cyber campaign of disrupting Iranian infrastructure and
industry in order to ferment unrest with the current Iranian political leadership.

This cyber-intelligence product is produced by David Swan. It is copyright David
Swan 2026. This report is TLP:CLEAR?'® and MAY be shared freely.

To unsubscribe from this service send an email to DSC.Ops.Vulcan@gmail.com
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