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Cyber Intelligence Report: Updating Iran's Cyber Campaigns
This report contains selected cyber-security information from 6 to 19" March 2026.

Synopsis

1. From the Middle East: Iranian hacks against security cameras, hacktivist DDoS
attacks, Iranian government hackers hit Q:m_caj_mf_r_aslr_u_cim_e and gIobaI med|ca|
company ‘Stryker” was hacked and wiped.

operations and has announced their targeting list. Russia has three new cyber
campaigns targeting Ukraine: a phishing campaign, one targeting military personnel,
and a third exploiting Microsoft Edge. Russia is targeting ‘Signal’ and ‘WhatsApp’
users. There were two DDoS attacks on Russia.

2. We report hacker activity based on the threat posed. It is our assessment that
cyber conflicts such as Russia vs Ukraine, Iran vs Israel, etc are the most likely sources
for the creation of next generation malware and/or a primary source of cyber attacks.

U.S. & Israel vs Iran

3. Iranian Cyber Attacks. Iran’s cyber attacks during the last two weeks have
ranged from DDoS attacks by hacktivists, to ‘wiper’ attacks on American corporations
to cyber espionage by Iranian government groups.

* Security Camera Hacks. Iranian hackers from multiple groups have hacked
their way into ‘dozens’ of “security cameras for espionage purposes.” Israel’s
cybersecurity directorate says “The directorate is working to alert hundreds of
camera owners and calls on the public to change their passwords and update
their software to prevent any security risk, whether national or personal.”
Check Point Software, an Israeli cybersecurity firm, warned that “the images
were likely used to assess damage caused by the attacks or to ‘gather the
necessary information’ on ‘the habits (of targeted peopel) or locations to
hit.” ... The hackers ‘are part of (Iran’s) army’ and ‘are largely supported by the
state’ notably by the Revolutionary Guards and the Ministry of Intelligence and
Security.”? Other reports warn that Iran has targeted security cameras across
Israel and Gulf countries.

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.

2 Source: news24. Israel says Iran hacked security cameras
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+ Hacktivist DDoS Attacks. 12 Hacktivist Groups launched almost 150 DDoS
Attacks, targeting 110 organizations across 15 Countries. “Security analysts
have tracked 149 distinct hacktivist Distributed Denial-of-Service (DDoS)
attacks launched by 12 threat groups against a wide array of international
targets. This coordinated campaign has affected 110 organizations across 16
countries. Of these, 107 attacks targeted the Middle East.”® Russia’s
NoName057(16) participated in these attacks. The attacks targeted public
infrastructure and state-level targets for ‘maximum public disruption’ and
‘political visibility’. The attacks were largely ineffective.

« Iranian Government Hacking. Iranian government hackers ‘Muddy Waters’,
part of the Iranian Ministry of Intelligence and Security, “embedded in multiple
US companies' networks - including a bank, software firm, and airport, among
others - since the beginning of February.” Third-party ‘indicators of
compromise’ were shared, which lead to the discovery of a new ‘backdoor’, a
cluster of related attacks, and additional malware. Other “affected
organizations include non-governmental organizations in both the US and
Canada.”* The investigating companies did not know how access was gained,
nor did they specify who the other affected organizations are.

« American Medical Company ‘Stryker’ Hacked. The pro-lranian ‘Handala
Hack Team’ is claiming responsibility for hacking global medical technology
company ‘Stryker’ based in Kalamazoo, Michigan. On 11 March Handala
claimed a mass data-wiping attack against Stryker’s offices in 79 countries.
Handala posted a manifesto claiming Stryker is a “Zionist-rooted corporation”,
possibly referring to the “company’s 2019 acquisition of the Israeli company
OrthoSpace.”> On 18 March Stryker claimed they were resuming normal
operations.

4. Iran Leverage’s Cyber Operations. Multiple sources are warning that regardless
of U.S. and Israeli military victories, cybercrime, malware, and ransomware are baked
into Iranian operations. Cyber tools are used by multiple groups, government and
criminal, in order to “created significant confusion, leading to misattribution and
flawed pivoting, and clustering together activities that are not necessarily related ...
This demonstrates that the use of criminal software can be effective for obfuscation.”®

5. Iranian Targeting. Iran’s state-affiliated Tasnim news agency said on their
Telegram channel, “The Islamic Revolutionary Guard Corps (IRGC) has pinpointed 29
locations in Bahrain, Israel, Qatar, and the United Arab Emirates that house offices,
datacenters, and research facilities that Iran has set its sights on destroying ... Iran
has reportedly designated Amazon, Google, IBM, Microsoft, Nvidia, Oracle, and
Palantir facilities as legitimate targets of retaliatory strikes. ... The list was presented

Source: technadu. 12 Hacktivist Gr Targeted 110 Organizations Gl [ly: Almost 150 DDoS Attacks in
Over 15 Countries
Source: The Register. i ige backd ) ) irg are outfit ne

Source: Krebs on Security. Iran-Backed Hackers Claim Wiper Attack on Medtech Firm Stryker

Soruce: The Register. rcrime isn't just ver for Iran' vernment ns - it's a k rt of their
operations
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under the title ‘Iran’s New Targets.” "’ A warning from cybersecurity company
‘Sophos’ warns “Iranian-linked threat groups often use a core set of initial access
methods. The threat actors favor cost-effective, repeatable intrusion techniques that
involve social engineering, quickly exploiting public vulnerabilities, and using
compromised credentials to infiltrate systems.”® Analysts Comment: This is what
Iranian authorities say they ‘want’ to hit. This does not mean they have the ability to
hit these targets.

6. Assessment of Iranian Cyber Operations. Analysts Comment: Evidence
suggests that most of Iran’s targeting is opportunistic, such as the hack of Stryker.
Hacking claims made by Iran, its media, and supporters rarely hold up to scrutiny. If
an organization does get hacked, Iran and its supporters will trumpet their ‘success’ in
an attempt to gain the perception of success. The longer Iran goes without a hack of
U.S. or Israeli critical infrastructure, the less likely Iran is to achieve one. We assess
this will increase Iran’s focus on countries around the Persian Gulf, as well as targets
of opportunity. Anything remotely related to targeted countries could be attacked. The
likely-hood of Iran or a proxy using a destructive attack such as a ‘wiper’ attack to
destroy all data is assessed as very likely.

7. U.S. & Israeli Cyber Campaigns. Analysts Comments. We saw very little but
speculation about the U.S. and Israeli cyber campaigns. One reason for this is Iranian
shutdown of its internal Internet. We assess the lack of information and the lack of
cyber strikes against Iran to continue. There may be cyber strikes against Iranian
proxies outside Iran.

Russia
8. Russian Cyber Attacks On Ukraine.

* Phishing With ‘BadPaw’ and ‘MeowMeow’. On 5 March cybersecurity
company ‘ClearSky’ warned of a new Russian ‘phishing campaign’ targeting
Ukrainian organizations with two new malware families ‘BadPaw’ and
‘MeowMeow’. The lure is an HTA file displaying “a Ukrainian-language lure
about border crossing appeals.”® Analysts Comment: The lack of additional
reporting suggests this campaign has had minimal effects.

+ Ukrainian Military Personnel Targeted. Cybersecurity company ‘ESET’
published a report on 10 March on a Russian campaign “to conduct long-term
surveillance of Ukrainian military personnel. According to ESET, the campaign
began in April 2024 and relies on custom implants designed to maintain
persistent access and collect sensitive information from targeted systems.”
Although there is no evidence of a prolitic campaign ESET warns that “Sednit’s
advanced development team is active once again, ... The sophistication of
BeardShell and the extensive modifications made to Covenant demonstrate
that Sednit’s developers remain fully capable of producing advanced custom

7 Source: The Register. Iran plots 'infrastructure warfare' against US tech giants
8 Source: Sophos. Initial techni Iran- thr
9 Source: Security Affairs. R rchers uncover Russian campaign targeting Ukrainian entities with new

malware families BadPaw and MeowMeow delivered through phishing emails.
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implants.”* Analyst Comments. Although Russian cyber campaigns have
recently been ineffective, Russia retains top tier developers and hacking
capability. Underestimating Russian hacking capabilities is dangerous.

*  New Campaign Launched in February. In another new cyber campaign
named DRILLAPP, Microsoft Edge debugging features are used “to spy via
camera, microphone, and screen capture. ... The campaign, observed in
February 2026, has been assessed to share overlaps with a prior campaign
mounted by Laundry Bear (aka UAC-0190 or Void Blizzard) aimed at Ukrainian
defense forces.”'* There are two variants of the campaign which is assessed as
being in the early stages of development.

9. Russian Hackers Target ‘Signal’ and ‘WhatsApp’. On 9 March “the
Netherlands' intelligence and military security agencies, the AIVD and MIVD, say a
"large-scale" Russian cyber campaign is actively targeting Signal and WhatsApp
accounts.” The targets are “government officials, journalists, and military personnel
globally - not by cracking encryption, but by simply tricking people into handing over
the keys.”'? These applications are favoured because of their high level of encryption.
The campaign is progressively expanding from the Netherlands.

10. Russian Cyber Defence. The Russian city of Perm was hit with a “large-scale
distributed denial-of-service (DDoS) attack that overwhelmed the city’s automated
parking payment infrastructure.” Similar attacks were claimed by “Ukrainian Cyber
Alliance, a group of pro-Ukraine hacktivists.” Service was restored on Monday, 16
March. In a separate DDoS attack, cybersecurity company ‘StormWall’ reported that
more than 4 million devices were used to attack Russian companies. “The attacks
unfolded over several days in a multi-stage format. Peak intensity was recorded on
March 4, when traffic surged to around 700,000 requests per second. Attackers
employed a segmented approach, activating only parts of the botnet at a time rather
than deploying it in full, a tactic that complicated detection and mitigation efforts.”*3
The attacks originated from Brazil (30.1%), the U.S. (24.9%) and India (18.8%).

11. Analysts Comment: In general, Russia’s cyber efforts continue to be mostly
ineffective while attackers continue to access Russia’s Internet, doing a wide range of
damage from nuisance to destructive attacks.
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