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Cyber Intelligence Report: Iranian Hackers ... There You Are!
This report contains selected cyber-security information from 15™to 28" May 2026.

Synopsis

1. This week we look at the emerging Iranian hacker threat with four examples: the_
DDoS of Spotify, the hack of U.S. gas stations, the ongoing attack on the U.S. aviation
industry, as well as the hack of the Los Angeles Metro system. Iran has made strategic
changes in its cyber operations; we look at their likely impact. Russian Security
Services up their hacking infrastructure, and Belarus launches a cyber campaign_
against Ukraine. Russia loses important hosting infrastructure, and a Russian solo
hacker is exposed.

2. We report hacker activity based on the threat posed. It is our assessment that
cyber conflicts such as Russia vs Ukraine, Iran vs Israel, etc. are the most likely
sources for the creation of next generation malware and/or a primary source of cyber
attacks.

What Are Iranian Hackers Doing?

3. The Iranian Threat. Analyst Writes: Iran has a limited number of threat groups,
some associated with Iranian government security, while others are part of the
‘Islamic Revolutionary Guard Corps’ (IRGC) so they operate separately. There is
evidence Iranian government hackers received some training from Russian sources.
Both groups of hackers can be creative, posing a serious threat to unwary and
unprepared Internet operators. Iran has made a point of recruiting and inviting pro-
Palestinian hackers (including hacking groups). We divide these groups into three
tiers: three to five groups of skilled hackers, a dozen to eighteen committed hacking
groups and many more relatively unskilled groups (hacktivists). The hacktivists
principal tool is DDoS attacks, although they will deface websites if they gain access.

4. Their Attacks. During the last two weeks, cyberattacks from Iranian hacker groups
and pro-lranian groups have increased:

* Iran launches DD r Attack on tif retaliation to Khameneij’
Kill
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Reported on 14 May, “a pro-lranian hacking collective known as the Islamic
Cyber Resistance in Iraq, also referred to as the ‘313 Team’ hit the streaming
service ‘Spotify’ with a DDoS? attack. “Spotify’s incident response and
cybersecurity teams reacted quickly ... The downtime reportedly lasted only a
few minutes before services were restored” .’

On 15 May it was reported that American Federal Investigators began
investigating cyber attacks into “automatic tank gauge (ATG) systems at gas
stations across multiple US states”.* Sites were left online, without passwords.
The only damage was ‘altered readings’. Iran is suspected as this is something
they have done before and this targeting fits their operational pattern.®

Cyber securlty company ‘Check Pomt Software is warnlng that IRGC linked
hacking group ‘Nimbus Manticore’® has updated its tactics, tools, and targeting.
“fresh campaigns also revealed a shift towards US organizations. ... Fraudulent
hiring portals impersonating aviation companies were used to target
employees and organizations operating within that industry. In the current
campaign, impersonating US domestic airlines suggests a deliberate focus on
US-based targets.”” Check Point believes the malware, “a new backdoor
codenamed MiniFast (aka MiniUpdate)”, was “developed with assistance using
artificial intelligence (Al).”8 This threat is assessed as ongoing and poses a
significant threat to U.S. aviation.

In March, the Los Angeles County Metropolitan Transportation Authority
(LACMTA) was forced to shutdown part of its network to a disruptive computer
breach. The attack “disabled at least some arrival screens and prevented
customers from putting money on their transit cards. ... Gambit Security, a Tel
Aviv-based cybersecurity firm that said it discovered ... at least 700 gigabytes
of emails, backups, and other files ... after it was inadvertently exposed
online.”® Gambit Security said “Forensic evidence ties the operation to
infrastructure and activity associated with Black Shadow, an Iran-linked group,
which was attributed by the Israel National Cyber Directorate to Iran’s Ministry
of Intelligence and Security.”*® Analysts Comment: This infers that the best
target an Iranian government hacking team could find was the LA Metro

2 DDoS: Distributed Denial of Service Attack. When requests from many computers attempt to jam access
to a website or service.

3 Source: Cybersecurity Insider. Iran launches DD r Attack on tif retaliation to Khamenej’
Killing

4 Source: MSN.

5 Source: Security Magazine. Did Iran Hack Tank R rs at tations? rity L

6 ‘Nimbus Manticore’ is also known as Bohrium, Smoke Sandstorm, TA455, and UNC1549

7 Source: Security Week. Iranian APT Targets Aviation, Software Companies With Updated Tools

8 Source: The Hacker News. Iranian Hackers Deploy MiniFast and Minijunk V2 via Phishing and SEO_
Poisoning

9 Source: Reuters. Iranian hackers r nsible for Los Angeles transit tem breach, Israelir rcher

10 Source: Security Week. LA Metro Cyberattack Linked to Iranian State-Sponsored Hackers
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system. This makes some sense in that IF the hack is successful it would draw
a huge amount of visibility and therefore publicity. Unfortunately for Iran, the
hack was unsuccessful.

5. Iranian Cyber Planning. In an interview on 26 May, Yossi Karadi, Director-General
of Israel’s National Cyber Directorate, said Iranian state-aligned groups have “begun
to talk to each other, and then collaborate with each other, and then even sometimes
exchange information, ... Of course, when they work together, they can work more
efficiently and better.” Al is being used to polish disinformation and recruitment
messages. The Director-General warned “There is no ceasefire in cyber,” he said. “You
cannot force any agreement on cyber.” “Over the last few months, Iran has
compromised a swath of smaller Israeli organizations and a handful of American
targets. Pro-lran hackers have targeted various U.S. industrial control systems, federal
officials said early last month. One group, likely state-affiliated, also claimed to have
compromised medical technology giant Stryker. And just last week, researchers said
Iran-linked hackers deployed a slew of cyberespionage techniques that targeted the
U.S., Israel, the UAE and other Middle Eastern nations.”!!

6. Impact ... ? Iranian cyber attacks to date have resulted in minimal to limited
damage. That noted, a report in ‘Gulf News’ says that much of Iran’s efforts have been
focused on cyber espionage, information collection to enhance their asymmetric
warfare. Some groups were slowed down when Israel attacked Iran’s ‘Cyber Warfare
headquarters’, although one group being tracked by ‘Palo Alto’s cyber security team
‘Unit 42’ said their group “had shown ‘no signs of slowing down’ despite the conflict
and continued ‘to orchestrate sustained, adaptive global cyber campaigns’.”*? Stated
another way, Iran remains a credible cyber threat.

Russia

6. Russia’s FSB Upgrades Its Hacking Infrastructure. Russia’s Federal Security
Service (FSB) is the attributed operator of the APT ‘Turla’!® hacking group. The group
has upgraded one of its ‘backdoors’ into a “modular peer-to-peer botnet designed for
stealth and persistent access to infected systems. Microsoft researchers say the
malware allows attackers to maintain long-term control while making detection and
disruption more difficult. ... the malware now uses separate Kernel, Bridge, and
Worker modules to distribute tasks, reduce visibility, and maintain persistent access
inside compromised environments.” The changes evolve the ‘Kazuar’ backdoor from a
method of remotely controlling a target computer to “a sophisticated modular peer-to-
peer botnet designed for stealth, resilience, and long-term espionage operations.”**
Kazuar is designed to collect detailed information about everything on the target
computer, encrypt it, and send it to Russia.

7. Belarus Government Hackers Attack Ukraine. Cyber Security company ‘ESET’

11 Source: Next Gov. Iran’s hackers ar rdinating more closely, Israel’s t rdefen fficial

12 Source: Gulf News. Fake jobs, hidden malware: Iran’s cyber spy playbook

13 The Turla APT group (aka Secret Blizzard, Snake, Uroburos, Waterbug, Venomous Bear and KRYPTON) has
been active since at least 2004 targeting diplomatic and government organizations and private
businesses in the Middle East, Asia, Europe, North and South America, and former Soviet bloc nations.

14 Source: Security Affairs. Russian APT Turla builds long-term access tool with Kazuar Botnet evolution
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is reporting a new Belarus government ‘Advanced Persistent Threat’ (APT) hacking
group ‘Ghostwriter'* is targeting Ukrainian government organizations. The hack uses
a targeted approach rather than fully automated attacks. It starts with a spear-
phishing lure spoofing a message from “one of Ukraine’s main telecommunications
providers, and presents the victim with what looks like an official communication
complete with a download button.” If the target clicks on the download button and the
Internet address resolves to a Ukrainian IP, “operators manually decide whether the
victim is valuable enough for further compromise. High-value targets receive a third-
stage payload that deploys a Cobalt Strike beacon. ... In Ukraine, FrostyNeighbor’s
focus is narrow and deliberate: military, defense sector, and governmental entities.”*®

8. Criminal Hosting Network Seized. A Dutch based hosting provider called ‘Stark
Industries’ was “searched [in] three business premises in Enschede and Almere, along
with two data centers in Dronten and Schiphol-Rijk.” Authorities seized
“administrative records, laptops, phones, and more than 800 servers. ... Analysts say
Stark’s infrastructure carried large volumes of pro-Russian cyberattack traffic,
including NoName057(16) activity, and functioned as a proxy network obscuring
attack origins.”"'’ “The Dutch financial crime investigators (FIOD) arrested a 57-year-
old company director and a 39-year-old who headed a separate firm providing
internet connectivity.”*®

9. Solo Russian’s Influence Campaign. “In May 2026, TrendAl™ Research
discovered a solo threat actor’s ... Al-assisted information operation (I0) techniques to
run a Telegram channel, targeting politically engaged American audiences for
cryptocurrency fraud, alongside Al-assisted credential theft and infrastructure
management.” ‘bandcampro’, his Telegram handle, “is a Russian speaker who used
the LLM to impersonate an American veteran patriot and to avoid Russian phrasing.”
He broke ‘Google Gemini’ as his Al assistant, “ran a 5-year MAGA-themed Telegram
channel (@americanpatriotus)” to “reach around 17,000 subscribers, used 73 likely-
stolen Gemini API keys, hacked 29 WordPress admin credentials, infiltrated at least
one company, and emptied at least one victim’s cryptocurrency wallets. Using and
rotating stolen API keys kept the operation's cost near zero."*®

This cyber-intelligence product is produced by David Swan. It is copyright David
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‘Ghostwriter’ has a number of aliases including: ‘FrostyNeighbor’, UNC1151, and UAC-0057.

Source: Security Affairs. Ghostwriter gr resum ttacks on Ukrainian Government target

Source: Security Affairs. Dutch authoriti ismantle hosting network all | for rattacks an
disinformation

Source: SCWorld. Dutch authorities arrest two in connection with sanctioned web hosting company
Source: Trend Micro. One Man, One Al, One Fake Persona: Inside the 5-Year Influen nd Fr ‘Patriot
Bait’ Campaign

Definition TLP: CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.

4/4 2026-05-13

© David Swan Consulting 2025


mailto:DSC.Ops.Vulcan@gmail.com
https://www.trendmicro.com/en_us/research/26/e/inside-the-influence-and-fraud-patriot-bait-campaign.html
https://www.trendmicro.com/en_us/research/26/e/inside-the-influence-and-fraud-patriot-bait-campaign.html
https://securityaffairs.com/192196/apt/ghostwriter-group-resumes-attacks-on-ukrainian-government-targets.html
https://www.scworld.com/brief/dutch-authorities-arrest-two-in-connection-with-sanctioned-web-hosting-company
https://securityaffairs.com/192602/intelligence/dutch-authorities-dismantle-hosting-network-allegedly-used-for-cyberattacks-and-disinformation.html
https://securityaffairs.com/192602/intelligence/dutch-authorities-dismantle-hosting-network-allegedly-used-for-cyberattacks-and-disinformation.html
https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage
https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage

