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This cyber-intelligence product is a snapshot of selected cyber events. Collection of
information is in accordance with clients’ guidelines. It contains 'observations',
meaning headlines and links to online information. It MAY contain comments and
analysis. It is copyright David Swan 2026. This report is TLP:CLEAR?! and MAY be
shared freely.

If this report does not meet your requirements, is in error or if you need additional

information, contact David Swan at DSC.Ops.Vulcan@gmail.com
Cyber Intelligence Report: The Al Onslaught

This report contains selected cyber-security information from 24 to 6 August
2026.

Synopsis

1. We start with a brief look at Al. Nations have been using Al for at least a year.
Following Russia’s lead, the PRC has hackers generating Autonomous Al Attacks. The_

surprise of the ‘Hugging Face’ OpenAl attack. Two new PRC cyber campaigns target.
countries in central Asia and iOS devices. PRC Telecom companies are still inside U.S.

telecoms. Russia’s attacks on mail systems include Microsoft Outlook. Russia
continues attacks on Microsoft Teams. Iran cyber attacks U.S. Water Systems.

2. We report hacker activity based on the threat posed. It is our assessment that
cyber conflicts such as Russia vs Ukraine, Iran vs Israel, etc are the most likely sources
for the creation of next generation malware and/or a primary source of cyber attacks.

The Al Onslaught

3. Nations Automating Cyber Attacks. There are two lines of concern in the deluge
of reports on Al attacks. First is the use of Al by nations (including their proxies) to run
cyber attacks. The second is the rise of criminal autonomous Al attacks. In the
previous Cyber Intelligence Report (CIR), we reported that a Russian hacker was
operating an Al cyber campaign to defraud Trump and MAGA supporters.? A PRC
hacker has now taken the programming of Al a step further, running autonomous Al
cyber attacks.

4. Russia started using LLMs (Large Language Models) to automate components of its
malware almost a year ago. Initially LLMs were used to refine and create variations on
emails and documents intended as lures for targets to link on. The best known of
those campaigns were focused on Ukraine. The PRC was developing similar attacks,
lagging a few months behind Russia, with Iran developing its own variants. The
development of Al has lead to its use as a ‘virtual team member’ speeding up
development of new attacks from days to weeks to mere minutes. Now attacks
themselves are being run autonomously.

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.
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5. PRC Hacker Uses DeepSeek To Program Autonomous Attacks. Palo Alto
Networks' Unit 42 says a hacker, probably based in Zhuhai, China, launched
exploitation attempts against more than 460 targets. The hacker used an Al from
DeepSeek, a PRC company, to select vulnerabilities, select a workflow automation
product, seek exiting ‘exploits’ (vulnerabilities), and then targets. “Unit 42 described
seven exploit tracks. They span eight Common Vulnerabilities and Exposures (CVE)
identifiers because the n8n chain combines two vulnerabilities. The DeepSeek-led
attacks against Langflow and n8n failed because the exposed systems did not meet
the exploits' configuration requirements.” The analysts reported that “the system
executed hundreds of hours of manual targeting analysis in mere minutes."?

6. The ‘Hugging Face’ Hack. Many media sources reported OpenAl said its “Al
models went rogue” and attacked ‘Hugging Face’. ‘Hugging Face’ is an American
company and a software developing ‘machine learning’, a sub field of artificial
intelligence.* OpenAl describe themselves as “an Al research and deployment
company.” According to ‘Reuters’, an OpenAl ‘instance’ researched “how agents [or
instances] could free themselves from OpenAl’s internal constraints. ... the intrusion
at Hugging Face began two days later on July 11 and ran until July 13.” The reason
OpenAl’s ‘agents’ broke free unobserved is “OpenAl runs multiple tests
simultaneously, which makes it hard for staff to monitor them closely.”

7. Analysts Comment: Different Al models were created with different ethical
standards. Some models are far more susceptible to criminal use. That said, even
‘ethical’ models can be hacked so they can be used for cyber attacks. The most
sophisticated Al cyber attacks still require some human direction.

People’s Republic of China

8. Kaspersky Ildentifies New PRC Hacking Campaign. Russian cyber security
company ‘Kaspersky’ identified a “wave of cyber attacks targeting government
organizations mainly located in Central Asia, including Afghanistan, Kyrgyzstan,
Tajikistan, Uzbekistan, Kazakhstan, and the Syrian Arab Republic, since

January 2025. ... Targeted organizations include: healthcare, research, government
offices, ministries of foreign affairs, logistics, law-enforcement agencies, urban
planning and facilities management, and public educational establishments.”
Kaspersky has not linked the attacker to any known group. What they have identified
is “use of two new obfuscated backdoors ... OctLurk and SilkLurk, as well as a
specialized utility codenamed LurkProxy to proxy network traffic.”> Kaspersky
observed that the hacker speaks Chinese. Further, they observed overlaps with other
attacks using a specialized piece of malware and “shared infrastructure across
multiple OS-targeting campaigns”.®

9. PRC Targeting Apple iOS Devices With DarkSword Exploit Kit. “Attack
surface management platform ‘Censys’ said it identified the threat actor running

3 Source: Security Affairs. Al Runs the Hack: Chinese Actor Automates Cyberattacks With DeepSeek

4  Source: Hugging Face website. https://huggingface.co/
5 Source: The Hacker News. t hin - king Hackers Target Central Asian Governments With
tlLurk and SilkLurk
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more than 100 web properties, most of which are fake Amazon Web Services (AWS)
sign-in pages on a domain that also hosts the exploit toolkit. ... The hosting
concentrates in Hong Kong but reaches into Japan, the United States, and Europe”
These sites used ‘watering holes’ to trigger “now-patched vulnerabilities in Apple's
mobile operating system ... that ultimately deploys GHOSTBLADE, an information-
stealing malware.”” Multiple login points for the attacker have been identified,
however the extent of the campaign has not been identified.

10. PRC Telecom Companies Remained Buried in U.S. From 2019 to 2022, the
FCC denied China Mobile USA’s application to provide international service; it revoked
related authorizations held by China Telecom Americas and China Unicom Americas. A
probe by a Congressional House committee has found that “the carriers continued
offering enterprise networking, internet transit and other services... The committee
argues that those remaining footholds could give Beijing’s cyberspies visibility into
sensitive traffic, help keep malicious infrastructure online and create opportunities to
reroute data or reach U.S. targets. American officials regard China as the country’s
leading cyber adversary, with a record of targeting critical infrastructure and stealing
military, commercial and personal data.”®

Russia

11. Russia’s ‘Laundry Bear’ Continues Campaign Against Zimbra Email.
‘Laundry Bear’, also known as ‘Void Blizzard’, ‘CL-STA-1114’, or ‘TA488’, has ‘deployed
increasingly sophisticated technical capabilities’ to extract the last 90 days of email
from targets. This attack “only requires a user to view a malicious email within a
vulnerable version of the webmail service.” The malware attempts to extract emails
and then plant persistent access. The assessment is: “based on the success of this
and previous campaigns, it is very likely that the group will continue to target ZCS
and other email systems used by organizations in Western countries. The actors will
almost certainly continue to rely on email to engage potential victims by exploiting
novel vulnerabilities and, when necessary, use social engineering techniques to assist
with their efforts.”®

12. An new report from cybersecurity company ‘Proofpoint’ warns that the campaign
has been expanded to include Microsoft Outlook Web Access. The Outlook attack also
requires the target to view the email, frequently sent from hacked Proton email
accounts.® Proofpoint warns that “the combined improvement of the malware and the
exploit development against a harder target in Outlook Web Access signal a leap in
capability by TA488."*

13. Russia Continues Attacks On Microsoft Teams. “First contact comes via

7 Source: The Hacker News. Chinese Threat Actor Uses Leaked DarkSword Kit to Deploy GHOSTBLADE on_
i0s

8 Source: Defense One. Chin tel ms kept footholds in ite crackdown

9 Source: CISA.gov . Russian State-Supported Cyber Actors Conduct Phishing Campaign Targeting Users of
Ziml ~ollat ion Sui

10 Source: Tha Hacker News. Russian Hackers Exploit Microsoft OWA Flaw to Keep Mailbox Access After
Credential Rotation

11 Source: The Register. Russian spies take their half-click email attack from Zimbra to Outlook
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Teams chats and calls, impersonating helpdesk or IT support staff.” Once the
attackers have remote access to the system they deploy ‘Chaos Ransomware’. “...the
campaign was overwhelmingly aimed at North America, with 50% of targeted
organizations based in Canada and 44% in the US. ...services organizations impacted
in 20% of the incidents, followed by manufacturing, energy, and construction and
engineering, as well as law. Notably, Sophos said legal organizations targeted in the
campaign specialize in intellectual property (IP) law or services.”'? Cybersecurity
company Sophos reported that dozens of organizations were targeted between
February and June this year.

Iran

14. Iran Attacks U.S. Water Control Systems. On 25 July U.S. Federal agencies
(CISA, the FBI, NSA, and the Department of Energy) updated their cybersecurity
advisory: “Iran-linked actors are inside American water and energy control systems,”
Hackers are “getting into programmable logic controllers, the small industrial
computers that run pumps, valves, and safety alarms. Once inside, they can mess
with what operators see on their screens.”*? Initial reports stated that two water
control systems in Minnesota were targeted. Days later, two compromised systems
became thirty systems under attack, all in Minnesota.

15. As of 5 August ABC News is reporting that at least twelve states have reported
attacks on water control and waste-water control systems. ABC's sources also said
“There have been no widespread disruptions to water supplies or wastewater
treatment so far.”'* Other states who have reported attacks or are taking measures to
mitigate attacks include: Georgia, Michigan, Wisconsin, New York, and Utah.”...a non-
public report from WaterlSAC?* ... reportedly cited evidence that the attacks were
“aligned” with hacking campaigns previously linked to Iran.”*® Attacks have been
mitigated by operators switching their plans to ‘manual mode’ and many have
removed links to the Internet.

This cyber-intelligence product is produced by David Swan. It is copyright David
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Source: ITPro. A new vishing campaign is targeting Microsoft Teams - here's what users need to know
Source: Security Affairs. Iran-Linked Actors Breach Are Targeting US Water and Energy Control Systems

Source: ABC News. At least 12 states f. rattacks on their water system r

ISAC is an abbreviation of: Intelligence Sharing and Analysis Centers. A common practice in the U.S.,
ISACs are non-profit cyber security organizations, operated by industry groups, that share cyber
intelligence, from hacker information, to indicators of compromise, attackers TTPs and best defensive
practises.

Source: Security Week. Water tor rattacks Reportedly Hit at Least 12 Stat
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