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Cyber Intelligence Report: New Year’s Forecast Takes Root 

    This report contains selected cyber-security information from 9th to 22nd January 
2026. 

Synopsis

1. The hacker environment is NOT getting any better. The number of hackers and 
hacking groups continues to increase. Hackers are working smarter, including using 
AI. Hackers love to hack the Olympics. North Korea is using QR codes for cyber 
espionage and also hacking job seekers. The PRC has an espionage campaign based 
on Venezuela, another targeting ‘Virtual Machines’ and yet another targeting critical 
infrastructure (again) We are reporting three Russian items: APT28 targeting 
Ukrainian supply chains, a new malware attack on Ukrainian defence forces, and 
NoName057(16) attacking the UK. The U.S. uses cyber weapons against Venezeula.   

2.  It is our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran 
vs Israel, and the People’s Republic of China) are the most likely sources for the 
creation of next generation malware and/or a primary source of cyber attacks. This 
includes government funded hackers (military, intelligence and civilian employees), 
affiliated hackers (criminals and mercenaries), and volunteer ‘supporters’.  

Criminal Hackers

3. The Number of Hackers Is Increasing: Law enforcement agencies around the 
globe are becoming better at identifying and prosecuting criminal hackers. 
Occasionally these reports make it into the mainstream media, raising the question: 
Are these arrests making an impact? “Security firm ‘Emsisoft’ says ransomware 
attacks continued to climb last year, with more victims appearing on extortion sites 
and more groups operating than ever before. ... Trackers keeping an eye on 
ransomware leak sites logged more than 8,000 claimed victims worldwide in 2025, a 
rise of more than 50 percent compared to 2023. ... Emsisoft's numbers also suggest 
there are more gangs in the game than there were a couple of years ago, with the 
count of active ransomware crews climbing from a few dozen in 2023 to well into 
three figures by the end of 2025. Instead of a handful of mega-brands dominating, 
the scene now looks messier, with lots of smaller outfits popping up, disappearing, 

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
Usage, Recipients may share this information without restriction. Information is subject to standard 
copyright rules.
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and reappearing under new names as affiliates drift between operations.”2 

4. Hacking Groups are Multiplying: The Emsisoft report is supported across the 
cyber security industry. Law enforcement’s prosecution of major groups has caused 
major groups to divide and multiply, increasing the threat.

• Ransomware activity never dies, it multiplies  
• Ransomware activity surges to record levels  
• Ransomware attacks showed a 45 percent increase in 2025  
• Account compromise threats up nearly 400 percent in the past year  
• Global ransomware attacks rose 32% in 2025, as manufacturers   

emerged as top target

5. Hackers Using AI: Amplifying the problem is hacker use of Artificial Intelligence 
(AI) to develop better malware, and more effectively attack their targets. Cyber 
security company ‘Check Point Software’ reports that “Ransomware continues to 
scale through industrialized operations, while unmanaged GenAI usage is creating 
widespread data exposure at the enterprise level.”3 Analysts Comment:  The context 
is that not only are the bad guys using AI to attack, corporate use of AI is making 
their own organizations more vulnerable. 

6. Hackers Attacking ‘Smarter’: Anther trend that is emerging among criminal 
hackers is an increase in methodical long-term attacks on high value targets. One 
recent example is the Dutch hacker who lost his appeal on his conviction for hacking 
the Port of Antwerp to help smuggle cocaine through the port. “The hacker bribed an 
Antwerp port worker to insert a malware-infected USB, creating a backdoor that gave  
remote access to container, gate, and access-control systems.”4 The trend of ‘smarter 
attacks’ ranges from attacking larger, more potentially lucrative targets to getting 
more creative in hiding their tracks. 

• Microsoft says Azure was hit with a massive DDoS attack launched from   
over 500,000 IP addresses

• 'Imagination the limit': DeadLock ransomware gang using smart   
contracts to hide their work

7. Hackers Targeting ‘Cloud’ Computing Environment: Cyber security firms are 
warning that a new malware campaign is targeting the ‘cloud’, or the environment 
being supported by new data centres. “VoidLink can target machines within popular 
cloud services by detecting if an infected machine is hosted inside AWS, GCP, Azure, 
Alibaba, and Tencent, and there are indications that developers plan to add 
detections for Huawei, DigitalOcean, and Vultr in future releases.”5 The severity of the 
VoidLink attack is difficult to understate. “... VoidLink targets victims' cloud 
infrastructure with more than 30 plugins that allow attackers to perform a range of 
illicit activities, from silent reconnaissance and credential theft to lateral movement 
and container abuse. When VoidLink detects tampering or malware analysis on an 

2 Source: The Register. Ransomware attacks kept climbing in 2025 as gangs refused to stay dead
3 Source: BetaNews. AI fuels rise in ransomware threats
4 Source: Security Affairs. Dutch court convicts hacker who exploited port networks for drug trafficking
5 Source: arsTechnica. Never-before-seen Linux malware is “far more advanced than typical” 
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infected machine, it can delete itself and invoke anti-forensics modules designed to 
remove traces of its activity.”6 Analysts Comment: This malware was written in part 
by AI to attack the Linux backbone of cloud computing infrastructure. 

• VoidLink: The Cloud-Native Malware Framework Weaponizing Linux   
Infrastructure

• Remember VoidLink, the cloud-targeting Linux malware? An AI agent   
wrote it

8. Hackers Planning Attacks on Winter Olympics: There have been reports of 
‘chatter’ in hackers social media indicating there are discussions about how to attack 
the Winter Olympics in two weeks. Palo Alto Networks' Unit 42 research team has 
published a warning that hacker attacks should be expected. “Hacktivist groups want 
to draw attention to themselves and their cause," Unit 42's report said. "They 
undermine their targets — ostensibly perpetrators of corporate crime, human rights 
abuses, environmental destruction, etc. — by creating instability through 
disruption. ... The Unit 42 report identified groups such as Russia’s APT28, China’s 
Mustang Panda, and North Korea’s Kimsuky as state-sponsored outfits that have the 
resources and the chops to [hack] at the upcoming Olympics.”7

North Korea

9. Quishing Campaign: North Korea continues to keep its hacking teams busy. The 
U.S. FBI recently posted a warning about a North Korean ‘Quishing’ campaign. 
“Quishing is short for QR code phishing. ... QR codes themselves are harmless. The 
danger lies in the link embedded inside them.”8 Quishing attacks are not usually mass 
attacks. They are customized attacks targeting one person or a small group of people. 
“Attackers embed QR codes in emails, messages, posters, invoices, or documents. 
When scanned, the code redirects users to phishing pages that steal credentials, 
deliver malware, or prompt payments. Quishing is effective because QR codes hide 
the destination URL and often bypass traditional email security filters, making users 
more likely to trust and scan them. ... The attackers impersonated trusted figures 
such as foreign advisors, embassy staff, and think tank employees ... The APT group 
mainly targets think tanks and organizations in South Korea, other victims were in 
the United States, Europe, and Russia.”9

10. North Korea’s PurpleBravo Hackers Target Job Seekers: Recorded Future's 
Insikt Group is reporting the hacker group “is targeting 20 victim companies ... said to 
be based in Belgium, Bulgaria, Costa Rica, India, Italy, the Netherlands, Pakistan, 
Romania, the United Arab Emirates (U.A.E.), and Vietnam.” The hackers masquerade 
as developers and recruiters, usually claiming to be from Odessa in Ukraine, looking 
for job seekers. If the job seeker executes the Microsoft Visual Studio code, a 
‘backdoor’ is installed. "In several cases, it is likely that job-seeking candidates 
executed malicious code on corporate devices, creating organizational exposure 
beyond the individual target,"10  

6 Source: The Register. New Linux malware targets the cloud, steals creds, and then vanishes
7 Source: Dark Reading. Winter Olympics Could Share Podium With Cyberattackers
8 Source: Cyber Guy. FBI warns QR code phishing used in North Korean cyber spying
9 Source: Security Affairs. North Korea–linked APT Kimsuky behind quishing attacks, FBI warns
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People’s Republic of China (PRC)

11. PRC Hackers Using Venezuela Themed Lures: PRC Hacking group ‘Mustang 
Panda’ is the suspected organization behind a new malware campaign targeting U.S. 
government and political organizations. The lure is a zip file called "US now deciding 
what's next for Venezuela.zip". The file contains a DLL (Display-Linked-Library) file 
that delivers a ‘backdoor’ known as LOTUSLITE. Acronis security researchers said 
"This campaign demonstrates how simple and well-tested techniques can still be 
effective when paired with targeted delivery and relevant geopolitical lures,"11 It is not 
known if the attack was successful. 

12. PRC Hackers Target Virtual Machines: Two newly discovered PRC hacking 
campaigns attack essential infrastructure. ‘Virtual Machines’ (VMs) are used in the 
computer industry to allow many applications to run on one piece of hardware. VMs 
are heavily used in server deployments. “Cybersecurity firm Huntress identified a 
compromised SonicWall VPN appliance used to deploy a VMware ESXi exploit.”12 
Three exploits were chained together to allow the attacker to reach the server 
running the virtual machines. 

13. PRC’s UAT-8837 hackers Targeting Critical Infrastructure in North 
America: Cisco Talos (cyber security group) has identified another campaign and PRC 
hacker group “primarily tasked with obtaining initial access ... on targets 
within critical Infrastructure sectors in North America.” The hackers target computers 
running Microsoft Windows and “After obtaining initial access — either by successful 
exploitation of vulnerable servers or by using compromised credentials — UAT-8837 
predominantly deploys open-source tools to harvest sensitive information such as 
credentials, security configurations, and domain and Active Directory (AD) 
information to create multiple channels of access to their victims.”13 In one victim 
organization, automated program libraries were compromised, allowing for future 
updates to that computer to reintroduce malware. 

Russia

14. Russian APT28 Targeting Energy, Nuclear and Policy Staffs: Russia’s 
Advance Persistent Threat (APT or government hacking group) is running a credential 
harvesting campaign against “Turkish energy and nuclear agency staff, European 
think tank personnel, and organizations in North Macedonia and Uzbekistan.” The 
lures are ‘regionally tailored’ “reflecting interest in energy, defense, and government 
networks aligned with Russian intelligence priorities. ... APT28 used fake login pages 
mimicking Outlook, Google, and Sophos VPN to steal credentials, redirecting victims 
to real sites.”14 It is assessed that the targeting is based on Western logistics and 

10 Source: The Hacker News. North Korean PurpleBravo Campaign Targeted 3,136 IP Addresses via Fake Job 
Interviews

11 Source: The Hacker News. LOTUSLITE Backdoor Targets U.S. Policy Entities Using Venezuela-Themed Spear 
Phishing

12 Source: The Hacker News. China-Linked Hackers Exploit VMware ESXi Zero-Days to Escape Virtual 
Machines

13 Source: The Hacker News. China-Linked APT Exploited Sitecore Zero-Day in Critical Infrastructure 
Intrusions
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technical firms associated with Ukrainian support.

15. Russia’s PLUGGYAPE Malware Targets Ukrainian Defense Forces: Ukraine’s 
Computer Emergency Response Team of Ukraine (CERT-UA) is reporting a new social 
engineering attack against Ukraine’s defence forces. “Attackers contact targets 
through instant messaging apps and convince them to visit a fake website posing as 
a charitable foundation. The site encourages victims to download supposed 
“documents,” which are actually malicious executable files.”15 A python installer 
installs the PLUGGAYAPE backdoor, giver the attacker access to the infected system. 

16.  UK Cyber Security Center Warns Of Pro-Russian Hackers: The UK’s 
National Cyber Security Centre is warning that pro-Russian hackers, and 
NoName057(16) in particular, continue to target the UK “attempting to disrupt 
operations, take websites offline and disable services. ... The group operates 
primarily through Telegram channels and used GitHub (and other websites and 
repositories) to host the proprietary tool DDoSia, and to share tactics, techniques, 
and procedures (TTPs) with their followers.”16 “Jonathon Ellison, director of national 
resilience at the NCSC, said: "We continue to see Russian-aligned hacktivist groups 
targeting UK organizations, and although denial-of-service attacks may be technically  
simple, their impact can be significant. ... By overwhelming important websites and 
online systems, these attacks can prevent people from accessing the essential 
services they depend on every day. ... Baroness Manningham-Buller, former director 
general of MI5, however, said in September that she believes the UK may already be 
at war with Russia, albeit an undeclared one.”17 

U.S.

17. U.S. Uses Cyber Weapons Against Venezeula: The New York Times learned 
that the U.S. did use cyber weapons in its attack on Venezeula. Power was ‘shut off’ in 
Caracas, but restored few minutes later. Apparently cyber attacks were also used to 
‘interfere’ with air defense radar. “The Royal United Services Institute (RUSI), ... noted 
the operation likely relied on ‘layered effects’” combining cyber with kinetic tools.18 
______________________________________________________________________________________
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14 Source: The Hacker News. Russian APT28 Runs Credential-Stealing Campaign Targeting Energy and Policy 
Organizations

15 Source: Security Affairs. CERT-UA reports PLUGGYAPE cyberattacks on defense forces
16 Source: UK National Cyber Security Centre. Pro-Russia hacktivist activity continues to target UK 

organisations
17 Source: The Register. Don't underestimate pro-Russia hacktivists, warns UK's cyber crew
18 Source: Security Week. New Reports Reinforce Cyberattack’s Role in Maduro Capture Blackout
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