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Cyber Intelligence Report: The Olympics of Cyber Security

This report contains selected cyber-security information from 6 to 19" February
2026.

Synopsis

1. The Olympics of CyberSecurity. First the ltalians held off the Russians and now are

countering cybercriminals. The current Olympic cyber threat is fake mascot sales. The

PRC has the largest government-linked hacker force. Other PRC hacking activities

include: a newly discovered hacker group, an attack on Singapore’s

telecommunications, using Google’s Chatbot to organize attacks, and holding a_

ha_cjsmg_cgm:gsi Norway warns that ‘Salt Typhoon’ should be expected to resume its_
attacks. Russia tried to turn off Poland’s electrical grid.

2. We report hacker activity based on the threat posed. It is our assessment that
cyber conflicts such as Russia vs Ukraine, Iran vs Israel, etc are the most likely sources
for the creation of next generation malware and/or a primary source of cyber attacks.

Olympics of CyberSecurity

3. Russia vs Italy: The cybersecurity around the Olympics in Italy is particularly
interesting. CyberSecurity companies published the standard warnings in January. Two
weeks prior to the Olympics, Russia and pro-Russian hackers including
NoName057(16) commenced their attacks. The Italian National Cyber Security Agency
(ACN) dedicated twenty officials to work on the Olympics while getting support from
France and the United States to ‘help identify and prevent potentially malicious
activity.”? Olympic technology partners such as HPE and Deloitte built a robust data
center with the necessary controlled access points. Al was incorporated to identify and
neutralize developing attacks.

4. The results are impressive. “The Italian government has claimed a series of
cyberattacks of "Russian origin" have been blocked from targeting the 2026 Winter
Olympics in Milano Cortina. Foreign Minister Antonio Tajani said the attack hit facilities
connected to the 2026 Winter Games, including hotels in the Alpine resort of Cortina
d’Ampezzo where atheltes were staying. The wide-ranging attack reportedly hit

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.

2 Source: cyber news. Winter Olympics face cyber risks, Russian cyberattacks already foiled
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around 120 targets, including foreign ministry offices in the US, as well as consulates
in Sydney, Toronto and Paris, and La Sapienza university in Rome was also hit in a
seemingly separate attack also attributed to Russian-linked hackers.”® The university
voluntarily shutdown to prevent further penetration into their network and to secure
it.

5. Cybercriminals vs the Olympics: Typically criminal cyber attacks include
“phishing, spoofed websites, credential theft, scams targeting attendees, and DDoS
attacks against official services.” To counter this, Italy built a dedicated cybersecurity
command center in Rome. The center worked with:

e “The National Cybersecurity Agency of Italy,

e Law enforcement across Milan, Bolzano, Trento, and surrounding areas,
e Private cybersecurity partners,

» International organizations including Europol and Interpol.”*

6. Fake Mascot Sites. The threat to the Olympics has been changing steadily. The
latest scams are based on the Olympic mascots. Cybercriminals have seized on the
hype over the mascots, “launching nearly 20 sophisticated fake domains in the past
week alone to mimic the official store.” Targets included the Czech Republic, the
United States, Italy and China. “Telemetry shows ongoing registrations, powered by Al
tools that clone sites in multiple languages with minimal errors evolving beyond crude
fakes.” Discounted prices are one indicator of scams while another is “odd TLDs (top
level domains such as .top, .shop), hyphens, or misspellings.”> The criminals objective
with these scams is to harvest credit cards and personally identifiable information.

People’s Republic of China

7. PRC Operating Largest Government Linked Cyber Force. Forescout’s Vedere
Labs latest threat intelligence report says “approximately 210 hacking groups operate
out of China, nearly double Russia's 112 and four times Iran's 55. In fact, when put
together, these three countries collectively account for 45% of the world's threat actor
groups.” The company’s data shows the PRC’s focus on Taiwan “2.63 million per day
in 2025, which represents a 113% increase compared with 2023 and is 6% higher
than in 2024.” Their analysts describe the PRC's strategy as “a pre-positioning"
strategy by foregoing short-term destruction or financial gain in favor of hiding within
core systems like power and communications networks for future use.”® The analysts
point to the PRC’s intrusion into South Korea as a demonstration of how the PRC
leverages their cyber operations.

8. New PRC Hacking Group ldentified. Cybersecurity company ‘Palo Alto Networks
Unit 42’ identified a state-aligned cyber group in Asia hacking critical infrastructure
organizations across 37 countries in an ongoing cyber-espionage campaign.

3 Source: techradar.com . Winter Olympics hit ted 'Russian origin'
largest universities also reports major cybersecurity incident
4 Source: blog.barracuda.com. Unofficial competition at the Olympics: Cybercrime
5 Source: cyberpress.org. Hackers Target Winter Olympics Fans With Fake Online Shops
6 Source: cyber news. More hacking groups operate from China than from any other country, researchers

say.
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“Successful break-ins included five national police or border control entities, one
nation's parliament, a senior elected official, and national telecommunications
companies. The spies also broke into systems belonging to three ministries of finance
and other government agencies. ... Palo Alto has seen attempts to exploit a wide
range of known flaws in products from Microsoft, SAP, Atlassian, D-Link, Apache,
Commvault, and various China-based vendors.”” Analysts Comments: Although Palo
Alto has not linked the group to the PRC, based on targeting and hacking
characteristics we assess with high probability that this is a PRC government backed
hacking group.

9. How A PRC Hacking Group Leverages Compromised Routers. Cybersecurity
company ‘Cisco Talos’ has discovered ‘DKnife’, a network of compromised Linux
routers, used to monitor the backdoors in compromised computers and to download
additional malware payloads. “The cybersecurity company said it discovered DKnife
as part of its ongoing monitoring of another Chinese threat activity cluster. ... DKnife's
attacks target a wide range of devices, including PCs, mobile devices, and Internet of
Things (IoT) devices," Cisco Talos researcher Ashley Shen noted in a Thursday report.
"It delivers and interacts with the ShadowPad and DarkNimbus backdoors by
hijacking binary downloads and Android application updates.”® Analyst Comments:
Talos did make it clear the target is Chinese speaking populations but did not indicate
the size or scope of the network, apart from the fact it has been running since 2019.
We infer from its age that the DKnife network is very large.

10. PRC Hackers Targets Singapore’s Telecommunications. UNC3886, a highly
skilled, China-linked cyber espionage group, “launched a deliberate, targeted, and
well-planned campaign against Singapore’s telecommunications sector. All four of
Singapore’s major telecommunications operators (“telcos”) - M1, SIMBA Telecom,
Singtel and StarHub - have been the target of attacks.” The attacker is known for
“targeting network devices and virtualization technologies using zero-day exploits. Its
primary focus is on defense, technology, and telecommunications sectors in the US
and Asia.” On 18 July 2025 the attack was announced by authorities, which started an
eleven month coordinated cyber response. “More than 100 cyber experts from
different agencies worked with the telcos to stop the attackers, limit their access, and
secure systems.”® Singapore’s authorities consider the fight to defend their
telecommunications ‘ongoing’.

11. Norwegian Authorities Warn ‘Salt Typhoon’ becoming ‘More Dangerous’.
The Norwegian National Threat Assessment for 2026 warns that "In 2026, China will
collect intelligence, reconnoiter Norwegian digital infrastructure and threaten groups
and individuals to prevent them from criticizing the Chinese Communist Party, ... An
increasing number of operations are likely to be carried out by

commercial cybersecurity contractors and individuals who are not trained intelligence
personnel but act on behalf of Chinese security and intelligence services." One
specifically identified probable attacker is ‘Salt Typhoon’, the PRC hackers known for

7 Source: The Register. Asia-k 1 g pies quietly broke into critica acro J
8 Source: The Hacker News. China-Linked DKnife AitM Framework Targets Routers for Traffic Hijackin

Malware Delivery
9 Source: Security Affairs. China-Linked APT UNC3886 Targets Singapore TELCOS
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targeting telecommunications. “Salt Typhoon typically targets large backbone routers
of major telecommunications providers and network infrastructure companies, as well
as provider edge (PE) and customer edge (CE) routers. ... the group is becoming
“more dangerous with each successful infiltration” and has established itself as a key
adversary.”* Analysts Comment: We believe that ‘Salt Typhoon’ will increase its
penetration and compromise attacks, attempting to regain its ability to access and
and all telecommunications networks.

12. Google Identifies PRC Hackers Using Google’s Al ChatBot. Google Threat
Intelligence group identified a PRC hacking group, APT 31, using “Google's Al chatbot,
Gemini, to auto-analyze vulnerabilities and plan cyberattacks against US
organizations, the company says.” Google did not see any indicators of a successful
attack, but they expect experiments with adopting Al to continue. “We anticipate that
China-based actors in particular will continue to build agentic approaches for cyber
offensive scale."**

13. PRC Revives ‘Tianfu Cup’ Hacking Contest. The PRC created the Tianfu Cup as
their answer to the ‘Pwn20wn’ competition. The Pwn20wn competition pays rewards
to ‘White Hat Hackers’ who discover vulnerabilities in various hardware and software.
“Tianfu Cup made headlines in 2021, when participants earned a total of $1.9
million for exploits targeting Windows, Ubuntu, iOS, Microsoft Exchange, Chrome,
Safari, Adobe Reader, Asus routers, and various virtualization products.” After a two
year break, China’s Ministry of Public Security (MPS) ran the competition on 29-30
January in a more secretive mode. Targets of the competition included most common
operating systems, most popular browsers, cloud and virtualisation products, email
and communication systems, social media and common office applications. It is
expected that the results will go to the PRC government.*?

Russia

14. Polish investigators have determined that Russian hackers used default passwords
on “internet-exposed FortiGate perimeter devices configured as VPN concentrators
and firewalls” to access “at least 30 wind and photovoltaic facilities.”** What followed
was an attempt at destructive attacks that would have crippled power generation.

This cyber-intelligence product is produced by David Swan. It is copyright David
Swan 2026. This report is TLP:CLEAR!* and MAY be shared freely.
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