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This cyber-intelligence product is a snapshot of selected cyber events. Collection of
information is in accordance with clients’ guidelines. It contains 'observations’,
meaning headlines and links to online information. It MAY contain comments and
analysis. It is copyright David Swan 2026. This report is TLP:CLEAR?! and MAY be
shared freely.

If this report does not meet your requirements, is in error or if you need additional

information, contact David Swan at DSC.Ops.Vulcan@gmail.com
Cyber Intelligence: Iran’s CyberWarfare

This report contains selected cyber-security information from 20 March to 2" April
2026.

Synopsis

1. U.S. & Israel vs Iran: Who is ‘“TeamPCP’ and what did they do to Iran? Iran prepared
for cyberwarfare, but did Iran’s hackers accomplish anything? Russian hackers are
changing tactics, both intelligence teams and hacktivists. Other Russian hackers

target iOS (Apple) users. Another PRC hacking team is attacking tel mmunications.

2. We report hacker activity based on the threat posed. It is our assessment that
cyber conflicts such as Russia vs Ukraine, Iran vs Israel, etc. are the most likely
sources for the creation of next generation malware and/or a primary source of cyber
attacks.

U.S. & Israel vs Iran

3. Criminal Hackers ‘TeamPCP’ cyber attacked Iran: As we forecast, there are no
known government cyber attacks against Iran as their internet remains off for 99% of
its citizens. There is one outlier: a cyber-criminal group that’s launched a destructive
‘wiper’ campaign against Iran. The attackers are a new group called “TeamPCP’. “In
December 2025, the group began compromising corporate cloud environments using
a self-propagating worm that went after exposed Docker APIs, Kubernetes clusters,
Redis servers, and the React2Shell vulnerability. TeamPCP then attempted to move
laterally through victim networks, siphoning authentication credentials and extorting
victims over Telegram.” The groups speciality is using automation and well known
attack techniques to leverage existing vulnerabilities, misconfigurations and recycled
tooling to “turn exposed infrastructure into a self-propagating criminal ecosystem."?

4. What Did The Attacks Do? “... if the wiper component detects that the victim is
in Iran and has access to a Kubernetes? cluster, it will destroy data on every node in
that cluster.”* The decision tree programmed into the attacking malware is ‘simple

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.

2 Source: Krebs on Security. ‘CanisterWorm’ Springs Wiper Attack Targeting lran

3 Kubernetes: also known as K8s, is an open source system for automating deployment, scaling, and
management of containerized applications. Source: Kubernetes web site at: kubernetes.io
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and brutal’. The malware searches for Kubernetes and Iran. This produces only four
results:

* Iran & Kubernetes: Deploy an DaemonSet that wipes every node in the cluster

* Iran & No Kubernetes: Wipe the local computer [ rm -rf / --nopreserve-root ]

+ Elsewhere & Kubernetes: Deploy a DaemonSet that installs the CanisterWorm
backdoor on every node

* Elsewhere & No Kubernetes: Exit (nothing happens)

The ‘DaemonSet’ (the attacking malware) is not subtle. Named ‘host-provisioner-iran’,
it has an internal container named ‘kamikaze’.

5. What Else Does TeamPCP Do? Curiously, the assault on Iran is almost a
secondary effort for this criminal crew. Below are other attacks reported during the
last two weeks:

6. Iranian Preparations For CyberWarfare. Forensic analysis has determined that
Iran spent six months preparing for resilient cyber operations, including a build-up of
Iran-linked cyber infrastructure and US-based shell companies. Key players in the
build-up were “MOIS (Iranian Ministry of Intelligence and Security) and IRGC linked
cyber groups”. To obscure the origin of attacks, a three tier organization was
established:

« Tier One: “Sefroyek Pardaz Engineering, an Iranian ISP and hosting company
based in Tehran”
» Tier Two: “bulletproof hosting providers, such as Moldovan ALEXHOST and
Wyoming-based shell company RouterHosting LLC”
e Tier Three: shell companies:
o “Cloudblast, registered in the US but operating from Dubai and routing
through a Netherlands-based upstream provider”
o “UltaHost has dual registration - UltaHost Inc in the US and ULTAHOST Ltd
in the UK. It operates as a US parent company with a UK subsidiary">

7. Who Are The Iranian Government Hackers? Iranian government cyber
attackers include: ‘Muddy Waters’, “OilRig/APT34 (MOIS), APT35/Charming Kitten
(IRGC-I0), APT33/Peach Sandstorm (IRGC), Cotton Sandstorm/Emennet Pasargad
(IRGC), and CyberAv3ngers (IRGC-CEC)."”® Iran uses the messaging application
“Telegram’ for command and control. Iran also uses Telegram to spread malware that
targets dissidents and journalists while enabling surveillance and data theft.” Pro-
Iranian hacktivist groups are separate entities, but can be coordinated with
government groups.

4 Source: Krebs on Security. ‘CanisterWorm’ Springs Wiper Attack Targeting Iran

5 Source: Security Week. Iran R i rattack ilities for R nse Prior to Epi

6 Source: Security Week. Iran Readi rattack ilities for R nse Prior to Epi

7 Source: Security Affairs. Iran-linked actors use Telegram as C2 in malware attacks on dissidents
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8. What Did Iranian Hackers Do? “Investigators at the Utah-based security firm
DigiCert have tracked nearly 5,800 cyberattacks so far mounted by nearly 50
different groups tied to Iran.”® The results of all Iranian cyber attacks, both
government and volunteer hacker groups, is described as ‘limited impact’ despite the
‘high volume’ nature of the attacks.

* Israel: “The director-general of the Israel National Cyber Directorate, told
reporters on March 24 that Iran had not infiltrated or disrupted critical
infrastructure such as energy grids, banks or hospitals.” Iranian hackers did
manage to “wipe the data of over 50 small businesses and [compromise]
dozens of security cameras ...".°

e Attacks are ongoing, including “a relatively new cybercriminal group called
Nasir Security, presumably associated with Iran, that is targeting energy
organizations in the Middle East.”*°

+ As reported in the previous CIR, there was a cyber attack against medical
technology manufacturer ‘Stryker’. Stryker claimed it resumed operations after
six days. The attackers, pro-Palestian hacktivist group ‘Handala’, had their
website seized by the FBI and their ‘X’ account suspended.** The group also
had four Internet domains used for information operations seized.

- The Handala group also hacked FBI Director Kash Patel’s gmail account.*?
Analysts Comment: Although embarrassing, this is not considered a significant
hack and did not affect any U.S. government systems.

9. Analysts Comment: We forecast that Iranian leadership and its supporters will
increasingly be looking for a ‘win’ against Israel and the U.S. Potential targets will
probably include medium to small firms and organizations. In terms of cyberwarfare,
Iran’s cyber forces will continue to vulnerabilities and/or login credentials to gain
access to targets. Their preferred targets will be from Israel, the U.S. and/or Persian
Gulf states. The nature of the attack will depend on the technical capabilities of the
attacking hacker group. The range of potential attacks is from DDoS attacks to
ransomware attacks and could include ‘wiper’ attacks.

Russia & PRC Cyber Activity

10. Russian Intelligence Changes Tactics. Hacking Teams “tied to Russian
intelligence services are targeting users of commercial messaging apps, including
Signal [and WhatsAppl. The campaign zeroes in on individuals of 'high intelligence
value' such as current and former U.S. government officials, military personnel,
political figures, and journalists. Attackers exploit human error through phishing and
social engineering, enabling them to read messages, access contact lists, and
impersonate victims for further attacks, with thousands of accounts already
compromised globally.”*?

8 Source: Security Week. Hacked H itals, Hi n ware: Iran Conflict Shows How Digital Fight |
Ingrained in Warfar
9 Source: The Straits Times. Iran wiped 50 Israeli firms' data, hacked cameras, official says

10 Source: Security Affairs. Pro-Iranian Nasir Security is targeting energy companies in the Gulf
11 Source: NBC News. EBI seizes website tied to Iranian rattack on U.S. com

12 Source: Bleeping Computer. EBI confirms hack of Director Patel' rsonal email in
13 Source: Microsoft (MSN News). EBI flags Russian-linked phishing campaign
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11. Russian Hacktivists Change Tactics. Cyber security firm ‘Cyber’ is reporting
that Russian “hacktivist activity has entered a noticeably different phase.” Hacker
groups have shifted from DDoS attacks and vulnerability scans to increased use of
“credential-based intrusions and identity-based cyber attacks. ... this evolution
matters because it lowers the technical barrier to entry while increasing the blast
radius of compromise. ... What makes these identity-based cyber attacks particularly
dangerous is their simplicity. No advanced malware is required. In many cases,
legitimate administrative interfaces are being used exactly as intended, just by the
wrong user.”** DDoS attacks should still be expected, however the new attacks will
provide opportunities to do greater damage.

12. Russia Targets i0OS (Apple) Devices. Hacking team TA446, affiliated with
Russia's Federal Security Service (FSB), has a new campaign called ‘DarkSword’ that
targets 10S devices. Targets receive “fake "discussion invitation" emails spoofing the
Atlantic Council”. Only iPhone browsers will activate the link to download
“GHOSTBLADE, a dataminer malware, via the DarkSword exploit kit.” It was observed
that “the email campaign was "much wider than usual" and that it included
government, think tank, higher education, financial, and legal entities.”*

13. PRC Still Targeting Telecommunications. Cybersecurity company ‘Rapid7’ has
identified “an ongoing operation aimed at ‘embedding stealthy access mechanisms
deep inside telecom and critical environments’ for extended access. ... Together,
these components form a persistent access layer designed not simply to breach
networks, but to inhabit them,”*® The campaign starts with ‘hacks’ through known
vulnerabilities in various products from “Ivanti, Cisco, Juniper Networks, Fortinet,
VMware, Palo Alto Networks, and Apache Struts.”'” The signature piece of the
campaign is the ‘BPFDoor’, a stealthy Linux backdoor, that is activated when it
receives an encrypted command. The ‘backdoor’ is designed to be stealthy, staying in
place long term. The attacker is PRC hacking group ‘Red Menshen’. Other companies
track this group as ‘Earth Bluecrow’, ‘DecisiveArchitect’, and ‘Red Dev 18’. Active
since 2021, they target telecom providers across the Middle East and Asia.

This cyber-intelligence product is produced by David Swan. It is copyright David
Swan 2026. This report is TLP:CLEAR?*® and MAY be shared freely.

To unsubscribe from this service send an email to DSC.Ops.Vulcan@gmail.com

14 Source: Cyble.com . Insi
2026
15 Source: The Hacker News. TA446 Deploys DarkSword i Exploit Kit in Targeted Spear-Phishing Campaign

16 Source: Security Week. Chinese Hackers Caught Deep Within Telecom Backbone Infrastructure

17 Source: The Hacker News. China-Linked Red Menshen tealthy BPFDoor Implants t via Tel m
Networks

18 Definition TLP: CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.
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