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analysis. It is copyright David Swan 2026. This report is TLP:CLEAR?! and MAY be
shared freely.
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Cyber Intelligence: Answering Questions on Hackers and Iran
This report contains selected cyber-security information from 2" to 16" April 2026.

Synopsis

1. In this edition we answer readers questions. First we look at hackers. A recently
sentenced American hacker’s story is enlightening. We look at his story, how he was_
recruited and the severity of his hacking. Next Iran. What are Iranian hackers doing?
Will their cyber attacks continue? What attacks are ongoing and what will Iranian
hackers attack next? Lastly we cover the PRC hack of the FBI and the theft of 10

petabytes of PRC supercomputer data.

2. We report hacker activity based on the threat posed. It is our assessment that
cyber conflicts such as Russia vs Ukraine, Iran vs Israel, etc are the most likely sources
for the creation of next generation malware and/or a primary source of cyber attacks.

Why Is Hacking So Bad?

3. Where Do Hackers Come From? Participants in our online briefings know that we
regularly get asked about the causes of hacking, why it's so bad and when it will ‘turn
around’. A report by the American Broadcasting Company (ABC) is enlightening: they
interviewed the 20 year old hacker behind the breach of education technology
company PowerSchool before he heads to prison. His introduction to hacking came
indirectly when, at age 9-10, he played the online game ‘Roblox’ and learned about
‘mods’; methods of cheating. That lead him to ‘hacking forums’, online chat rooms
where information on hacking is exchanged. He saw hackers boasting about a “/avish,
luxurious lifestyle”?, which was highly attractive to a youngster.

4. Recruiting Hackers: "The bad guys are on all the platforms watching the kids
playing, ...And when they see an elite-level performer, they go approach that kid,
masquerading as another kid, and they go, 'Hey, you want to earn some

[money]? ...Here are the tools, here are the techniques.'" Analysts Comments: The
timing corresponds with the rise of Russian criminal hacking groups. These groups
taught their recruits that morality was for chumps. “According to [the hacker] Lane, he
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spent his ‘ill-gotten gains’ on designer clothes, diamond jewelry, DoorDash deliveries,
Airbnb rentals for him and his friends, and drugs — ‘lots of drugs.’” Analysts
Comment: This is a fairly common profile, one we associate with hacking groups such
as ‘ShinyHunters’ and ‘the Con’. The hacker is highly intelligent, has no moral
anchors, is disconnected from family and society around him, and feels closest to
other hackers. “In June, Lane pleaded guilty to unlawfully accessing PowerSchool's
computers and to three other federal charges, including cyber extortion, stemming
from a separate breach. A federal judge in Massachusetts sentenced him to four years
in federal prison and ordered him to pay more than $14 million in restitution.”?

What’s Going On With Iran?

5. What Are Iran’s Hackers Doing? When the U.S. and Israel attack on Iran began,
many, including us, published warnings that Iran’s hackers would attack specifically
the U.S. and Israel, as well as the nations around the Persian Gulf. “Iran-linked
hackers, for instance, struck medical equipment maker Stryker, which saw a global
outage across its system. FBI director Kash Patel saw his personal (but not agency)
email compromised. And the Iran-linked Handala group claimed last month to have
published the personal data of dozens of Lockheed Martin employees stationed in the
Middle East.” These incursions have been classified ‘fairly minor’. “Groups linked to
the Iranian regime have hit Jordanian gas firms, as well as businesses in the United
Arab Emirates and Qatar, as part of its Great Epic cyber offensive. ... Much of the
activity from the involved hacktivist groups has been high volume but low impact,”
says Marijus Briedis, CTO at NordVPN. “Reported DDoS [distributed denial-of-service]
attacks, website defacements, and data dumps generate headlines but don’t
fundamentally damage critical systems.”*

6. Will Iran’s Cyber Attacks Continue? The short answer is yes. One problem is
that the ceasefire agreement did not deal with cyberwarfare. Another problem is that
Iran does not have full control of its supporters. “One leading hacking group known as
Handala said after the ceasefire announcement that it was temporarily postponing
attacks on the U.S. but would continue to target Israel. It vowed to revive its efforts
against America when the time was right. ... Handala has claimed credit for disrupting
the operations of the U.S. medical manufacturer Stryker and hacking into FBI Director
Kash Patel’s personal email account, among other cyberattacks.”> When President
Trump set a deadline to reopen the Strait of Hormuz, “the US Cybersecurity and
Infrastructure Security Agency warned ‘Iran-affiliated’ hackers are ‘conducting
exploitation activity’ on important systems in the US."®

7. What Cyber Attacks is Iran Running? Iran is running a number of cyber
campaigns through both its government hacking teams and supporting hacker groups:

* Microsoft 365 Environments Targeted in Israel and U.A.E. ‘Check Point’,
a cyber security company, has documented three waves of attacks: “March 3,
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March 13, and March 23, 2026". The campaign targeted “more than 300
organizations in Israel and over 25 in the U.A.E.”, as well as “a limited number
of targets in Europe, the United States, the United Kingdom, and Saudi
Arabia.” Targets included “the cloud environments of government entities,
municipalities, technology, transportation, energy sector organizations, and
private-sector companies.”’

* Handala Hacking Group ‘claims’ two successful attacks:

o Israeli defense contractor PSK Wind attacked: “Handala claims to
have stolen sensitive data from PSK Wind, including documents on
command and control systems, allegedly sending it to “Axis of Resistance”
missile units"®

o Handala claims breach of three U.A.E. organizations: Handala
“alleged destroying 6 petabytes of data and stealing 149 TB of sensitive
information, framing the attack as retaliation and a warning to regional
governments, though such claims remain unverified.”®

8. What Will Iran’s Hackers Try Next? Iran will continue its cyber attacks on three
fronts:

+ Continued attacks on Israel: such as the Microsoft 365 attacks will continue.
Scanning for vulnerabilities, social media lures (phishing) as well as use of
stolen credentials (stolen login information) will continue.

+ Increased targeting of U.S. oil, gas, water sites: The FBI is warning of
hackers attempting to take “over programmable logic controller (PLC) systems,
which can be used to digitally control physical machinery from remote
locations.” The intention is to cause “operational disruption” and “financial
loss."*®

« More aggressive attacks on Persian Gulf states: In particular the U.A.E.
will almost certainly be targeted.! This include use of Al such as ‘ChatGPT’ to
search for vulnerabilities and to refine phishing lures.*?

9. Will Iran’s Hacking Get Worse? A number of readers asked if they, their banks,
or organizations they work with will get hacked. From the Iranian perspective, their
hackers are increasing their search for vulnerable programmable logic controller (PLC)
cards and vulnerable operational technology (OT). They are also increasing their effort
to acquire compromised logins, now utilizing Al to create more attractive lures. From
the defenders perspective, the Trump administration is continuing to reduce the
budget for its premiere cyber defence organization. Liaison and collaboration links to
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industry have been reduced. Lastly, given the chaotic mix of federal, state, municipal,
and for-profit organizations, it is almost certain that some systems will not be secured.
The question then becomes whether Iran and its proxies will be able to find viable
targets. It seems likely.

People’s Republic of China (PRC)

10. PRC Hackers Access FBI Surveillance Records: On March 4™, the FBI ‘alerted’
the U.S. Congress that “it had detected suspicious activity on an internal system
storing ‘law enforcement sensitive information.” " The FBI’s follow-up reporting stated
that “China was behind the breach and formally classified the intrusion as a major
incident under the Federal Information Security Modernization Act (FISMA) — a 2014
law that requires federal agencies to notify Congress within seven days of
determining that a breach is "likely to result in demonstrable harm" to national
security.” In essence, PRC hackers broke into a classified FBI network that contains
surveillance data. The attackers may have accessed who the FBI is surveilling ...
including PRC operatives working in the U.S. “It remains unclear whether the
interagency cyber response mechanism triggered by a FISMA major incident
declaration has been activated, or whether the hack has been fully contained.”*?

11. 10 Petabytes of PRC Supercomputer Data Stolen: “A hacker (or hacker
group) claims to have extracted more than 10 petabytes (1PB = 1000 TB) of highly
sensitive information from China's National Supercomputing Center (NSCC) in Tianjin".
The center is “a centralized high-performance computing facility that supports over
6,000 entities from research, industrial, and defense sectors. ... The individual or
group behind the breach, which goes by the name of FlamingChina, released a
sample in a Telegram channel in February, claiming the archive contains research tied
to such organizations as the Aviation Industry Corporation of China (AVIC), the
Commercial Aircraft Corporation of China (COMAC), and the National University of
Defense Technology.”** Analyst Comments: IF TRUE, the breach represents a
catastrophic failure of PRC cyber security. This is something the PRC has been good at.
Why the caveat? 10 petabytes is such a huge amount of data, it defies description,
would challenge many to setup storage for it, and moving it would require the
computer version of a ‘superhighway’ - something that is highly detectable. What else
could the ‘theft’ be? It could be a ‘honeypot’, a trap designed to see who is attempting
to penetrate PRC cyber security. Time will tell.
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