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    This cyber-intelligence product is a snapshot of selected cyber events. Collection of 
information is in accordance with clients’ guidelines. It contains 'observations', 
meaning headlines and links to online information. It MAY contain comments and 
analysis. It is copyright David Swan 2026. This report is TLP:CLEAR1 and MAY be 
shared freely.

    If this report does not meet your requirements, is in error or if you need additional 
information, contact David Swan at DSC.Ops.Vulcan@gmail.com

Cyber Intelligence Report: Russian Cyber Forces Re-Engage 

    This report contains selected cyber-security information from 30th June to 9th July 
2026. 

Synopsis

1. Russian hackers are targeting Signal and WhatsApp users. Russia refocuses it’s 
‘Influence Operations’. Hacking operations increased against Ukrainian media. 
NoName057(16) hacks Quebec water plant. Russia leverages ‘FortiBleed’hack against 
UK. Belarus DDoSes exiled media. PRC hackers are refining and expanding a covert 
malware network. Cuba reports independent media being DDoSed from the PRC. Iran 
develops sophisticated framework for hacking Israel. Use ONLY official FIFA sites. 

2.  We report hacker activity based on the threat posed. It is our assessment that 
cyber conflicts such as Russia vs Ukraine, Iran vs Israel, etc are the most likely sources 
for the creation of next generation malware and/or a primary source of cyber attacks.  

Russian Cyber Activity

3. Russia Targets investigative reporters and US government employees. U.S. 
Federal Authorities are offering a $10 Million dollar (USD) reward for information 
leading to the Russian hackers behind a “state cyber group that has compromised 
thousands of Signal and WhatsApp accounts”. In March the FBI published a warning of 
“ongoing phishing campaigns targeting high-value targets by attackers associated 
with Russian intelligence services.” The attack targeted users of the ‘Signal’ and 
‘WhatsApp’, messaging systems. “Messages masquerading as automated support 
communications ask that users click a link or provide verification codes or account 
passcodes. In the event the user complies, they unknowingly link the attacker’s 
device to their account or have their account completely taken over and are locked 
out.”2 Ukraine’s Security Service warns that the attackers target bracket is 
significantly larger than described by U.S. authorities including, “government officials,  
military personnel, politicians, and activists across Ukraine, Europe, and the United 
States.”3

4. Russian ‘Influence Operations’ Return. Since Russia’s invasion of Ukraine in 

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
Usage, Recipients may share this information without restriction. Information is subject to standard 
copyright rules.

2 Source: ars Technica. US offers $10 million for info on group behind Signal and WhatsApp hacking spree
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2022, Russian state ‘influence operations’ have largely focused on Ukraine. 
Historically, Russia is considered ‘very very good’ at using psychological manipulation 
to: undermine democracy, divide Western coalitions, promote Russia’s image and 
regional interests, maintain domestic stability, and repress political dissent within the 
country. “... campaigns themselves typically involve fake news websites serving up 
phony political commentary or direct messages disseminating pro-Russian narratives, 
influence ops frequently coincide with data-wiping malware or other destructive 
cyberattacks, hack-and-leak campaigns, or direct cyber-espionage, ... This influence 
ecosystem spans multiple channels, from official government propaganda and covert 
intelligence operations to hacktivists and pro-Russian proxies.” These efforts include 
using AI to generate and focus activities. Google Threat Intelligence anticipates 
‘increased targeting’ on “targeting the European Union (EU), North Atlantic Treaty 
Organization (NATO), and other top targeting priorities”4. That targeting almost 
certainly includes the Unites States and Canada. 

5. Russian Hackers Targeting Ukrainian Media Outlets. “Ukraine's domestic 
security agency, the SBU, said media organizations have become ‘one of the priority 
targets’ for Russian hackers. Previous attacks have primarily sought to disrupt 
broadcasts, spread propaganda and undermine public trust.” The SBU is reporting that 
there is increased cyber targeting of Ukraine’s media including “phishing campaigns, 
DDoS attacks, website defacements, destructive malware and the unauthorized 
publication of disinformation on compromised media platforms. ... In addition to 
cyberattacks, Ukrainian media organizations have also sustained repeated physical 
damage from Russian missile and drone strikes ... [which] destroyed or damaged 
editorial offices, damaged broadcasting infrastructure and journalists coming under 
Russian fire while reporting.”5 

6. NoName057(16) Hacked a Quebec Water Plant. In October 2025 Canada’s 
Communications Security Establishment (CSE) was advised “Russian hacktivist group 
NoName had broken into the Quebec water plant’s network and gained access to 
many crucial systems.” The Quebec municipality was not identified. “According to 
CSE, NoName claimed it had gained the ‘ability to covertly control pumps, chlorine 
dosing, pressure settings and monitoring/alerts systems.’ ” This was one of the 
specific examples CSE provided in it’s annual report, of foreign hackers attacking 
Canadian critical infrastructure. “(CSE) said that it detected over 3,200 cyber 
incidents affecting either federal government organizations or one of ten critical 
infrastructure sectors, such as energy, critical minerals and water.”6 Analysts 
Comment: Given the Canadian pattern of not reporting hackers and cyber incursions 
the number of attacks is almost certainly much higher. 

7. Russia Leverages ‘FortiBleed’ Hack to Hack UK Officials. “RUSSIAN hackers 
have stolen UK government logins to sell them on the dark web in a major “brute 

3 Source: Security Affairs. SSU and FBI Uncover Russian Cyber Espionage Operation Against Officials and 
Military Personnel

4 Source: The Register. Four years into Ukraine invasion, Russia turns influence-ops back to US and Europe
5 Source: The Record. Ukrainian media outlets now among 'priority targets' for Russian hackers
6 Source: National Post. Russian group hacked Quebec water treatment plant, gained access to control 

pumps and chlorine dosing: CSE
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force” national security breach. ...” Targets include:

• “IT workers at British embassies in Thailand and Mauritius, as well as staff in 
Derbyshire and Waltham Forest, east London”,

• “healthcare, energy and other critical services.” and may include,
• “eight RAF and Royal Navy bases as well as emails and names of Ministry of 

Defence staff”.

‘FortiBleed’ is the nickname given to the compromise of “more than 80,000 firewalls 
provided by cyber security company Fortinet, [compromised by] a vulnerability in the 
system, using previously stolen data to skirt around security measures guarding some 
of Britain’s most critical national infrastructure.” The director of GCHQ, the UK’s 
communications intelligence agency, Anne Keast-Butler said “Before, Russia simply 
created the right environments for these groups to operate, but now they’re nurturing  
and inspiring these non-state cyber actors.”7 Threat intelligence firm ‘SOCRadar’ 
attributes FortiBleed to the Lynx/INC ransomware group. The group is a Ransomware-
as-a-Service (RaaS) hacker group. The group sells logins to Russia or openly on the 
‘dark web’ for as much as £40,000.8

8. Exiled Belarus Media Hit By DDoS Attacks. Belarus labelled six media groups 
and a journalists association as ‘extremist’ and banned them from operating in 
Belarus. Zerkalo, Reform.news, Nasha Niva, Pozirk, Mediazona.Belarus, Euroradio, and 
the Belarusian Association of Journalists (BAJ) have been operating in exile. Staff in 
several of the outlets are reporting “intensified DDoS attacks coincided with coverage 
of sensitive issues and political events.” Editor-in-Chief Fyodar Pauluchenka of the 
‘Reform.news said, “This seems more like a new tactic by the Belarusian authorities — 
to create constant obstacles for independent media,”9

People’s Republic of China (PRC)

9. PRC Hacking Group Refining Malware To Increase Operations. Cybersecurity 
firm ‘Cisco Talos’ reports “UAT-7810 is an advanced persistent threat (APT) actor that's  
responsible for maintaining and proliferating LapDogs, an ORB network that first came 
to light in June 2025.”10 ‘ORB’ or Operational Relay Box networks act as hidden relay 
and command and control networks, hiding data being extracted while providing a 
covert command network for controlling hacked devices. ‘LapDogs’ network uses 
compromised home and small office routers to hide its traffic. The ‘LapDog’ network is 
provided to other PRC hacking teams. Targeted routers include Ruckus wireless routers 
and recently, ASUS AiCloud Routers.  

10. PRC Hacking Cuba? On Saturday 4th July, Cuban independent digital outlet, El 
Toque, reported a significant distributed denial-of-service (DDoS) attack - from Chinese 
servers. “El Toque framed the incident as part of what it described as "a sustained 

7 Source: The U.S. Sun. CYBER CRIMES Russian hackers stole UK government official’s logins to infiltrate 
email accounts in major national security breach

8 Source: ITPro. ‘The risk to every organization has increased exponentially’: The FortiBleed campaign just 
took a turn for the worse

9 Source: baj.media. 7 exiled Belarusian media sites hit by DDoS attacks
10 Source: The Hacker News. China-Linked UAT-7810 Expands ORB Network With New LONGLEASH Malware
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pattern of digital aggression" against its platform and other independent Cuban 
media. ... According to the outlet, their mitigation systems successfully blocked over 
124 million malicious requests in under three hours, with peak rates of 8.1 million 
requests in five-minute intervals. The protection system they employ recorded 122.36 
million requests being blocked directly, with an additional 2.49 million being verified 
out of a total of 124.85 million.”11 

Iran

11. Iran Uses AI To Build Anti-Israel Hacking Framework. Cybersecurity firm 
‘Check Point Research’ has identified an Iranian hacking group affiliated with Iran's 
Ministry of Intelligence and Security (MOIS) deploying a previously undocumented 
modular command-and-control (C2) framework. Nicknamed ‘Cavern Manticore’ the 
malware is used to target Israeli IT providers and government sectors. Once infected, 
the malware leverages supply chain relationships, “moving laterally between victims 
to deliver malicious software disguised as legitimate updates.”12 “According to Check 
Point, the Cavern framework was likely built using an AI model, but code comments 
and typos, as well as hand-picked names and various inconsistencies between 
modules, suggest a human was significantly and substantively involved in the 
development process. ... Recent campaigns suggest that the threat actor possesses a 
strong understanding of the complex IT supplier chains within Israel’s cyber 
ecosystem. In several cases, we observed evidence of the actor moving from an initial  
compromised IT provider to a second-hop provider before ultimately reaching the 
intended target organization”13

FIFA

12. Beware FIFA Scammers and Hackers. “A sophisticated email phishing 
campaign exploiting ... the 2026 FIFA World Cup is deceiving fans with counterfeit 
reward pages. ... The scam initiates with a highly targeted email that successfully 
bypasses standard authentication checks, ... The final destination is a polished, FIFA-
branded “reward claims” portal that mimics official tournament aesthetics with 
startling accuracy ...  [that harvests] credit card information”14

_______________________________________________________________________________________

     This cyber-intelligence product is produced by David Swan. It is copyright David 
Swan 2026. This report is TLP:CLEAR15 and MAY be shared freely.

 To unsubscribe from this service send an email to DSC.Ops.Vulcan@gmail.com

11 Source: Cubaheadlines. Independent Outlet El Toque Faces Large-Scale Digital Attack from China-Based 
Servers

12 Source: The Hackers News. Iran-Linked Hackers Use New Cavern C2 Framework to Target Israeli 
Organizations

13 Source: Security Week. Iran-Linked Hackers Using Modular C&C Framework in Cyberattacks
14 Source: gbhackers. FIFA World Cup Phishing Scam Uses Fake Reward Pages to Steal Credit Card Data
15 Definition TLP: CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 

Usage, Recipients may share this information without restriction. Information is subject to standard 
copyright rules.
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