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Cyber Intelligence Report: The Shape of Russia’s Cyber Ops
This report contains selected cyber-security information from 10 to 23™ July 2026.

Synopsis

1. EU sanctions Russian hackers over long-term cyber espionage campaign, then U.S.
Justice Department charges more Russian hackers. UK charges even more Russians. A
Russian hacker targeted Trump supporters. Russia’s GRU is hacking vulnerable
routers, and in another campaign a G.BUJJﬁLKm_g_team_Ls_Uﬂn_g_ClJLKﬂx_ A new

) , ; ylware. Russia’s ‘The Gentlemen’
hackers reaIIy aren t gentlemen Hmu_dp_es_am_s_cumma_Le;msie_mmw Cyber-
attacks never stop, just ask Israel.

2. We report hacker activity based on the threat posed. It is our assessment that
cyber conflicts such as Russia vs Ukraine, Iran vs Israel, etc are the most likely sources
for the creation of next generation malware and/or a primary source of cyber attacks.

Russian Cyber Operations

3. EU Sanctions Russians Over ‘Years Long’ Cyber Espionage Campaign.? On
13 July the EU announced sanctions against “Russian military intelligence officers,
hackers and private companies” over their links to “an online spying network [that]
has targeted governments and carried out sabotage operations against critical
infrastructure like heating and power plants since 2010,” in addition to ‘more
conventional espionage.’® The EU statement says “France, Germany, Poland, Cyprus,
the Netherlands, Austria, Slovakia, Romania and Finland, ‘among others’ have been
targeted. ... The EU focused its measures on the 16th Centre of Russia’s Federal
Security Service, or FSB. It said the FSB has been ‘controlling a variety of cyber threat
groups,’ and said it ‘has conducted a wide range of malicious cyber activities with
growing severity.’ "* The sanctions targeted nine individuals and four entities.

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.

2 Source: EU. Russian cyber-attacks and destabilising activities: Council sanctions nine individuals and four
entities

3 Source: Security Affairs. EU Targets FSB-Linked Hackers in New Sanctions Over r

4 Source: Security Week. EU Targets Russian Intelligen fficers A f Running a Yearslon

Spying Campaign
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4. One of the things that makes the charges different is that both the EU and the UK
have “torn up the long-standing diplomatic fiction ... that Russian cybercrime is
divorced from the government, specifically calling out ‘the Russian state and its
criminal networks.’ ... GRU (Russia’s foreign military intelligence agency) ... officers
are among the sanctioned figures, including those in senior leadership such as Senior
Officer Guards General-Major Vyacheslav Stafeyev, GRU 29155 Officer Ivan Senin and
Senior Officer Ivan Kasyanenko.”®> The UK sanction identified GRU Unit 29155, an
official government unit, along with criminal hackers.

5. More Russian Hackers Charged By US Justice Department. Three Russian
nationals and two companies, ‘ML.Cloud’ and ‘Media Land’, have been charged.
Additionally, the U.S. Justice Department is offering “a reward of up to $10 million and
possible relocation for information on the ML.Cloud and Media Land operators.” The
companies “whose infrastructure spanned countries such as China, the Netherlands,
Finland, and even the United States... allegedly provided bulletproof hosting services
to a wide range of threat actors, including profit-driven gangs and state-sponsored
groups. ... Threat actors leveraged the two services to target at least 42 entities
across 21 US states, overall causing tens of millions of dollars in losses."®

6. UK’s Crime Agency Busts Russian Caller ID Spoofing Program. In 2024 the
UK's National Crime Agency dismantled a caller ID spoofing platform “as part of a
wider crackdown on organised fraud.” The platform, ‘Russian Coms’, was designed to
“impersonate trusted organisations and make ... scam calls. ... Before it was shut
down, investigators said Russian Coms had been used to make more than 1.3 million
calls to half a million unique phone numbers across 107 countries, including the UK,
the US, New Zealand, Norway and France.” Long-running followup investigation has
lead to five persons being charged with “charges including conspiracy to supply
articles for use in connection with fraud, transferring criminal property and converting
criminal property.” The investigation “resulted in 290 arrests across England,
Scotland, Wales and Northern Ireland.”’

7. Trump Supporters Scammed By Russian Hacker Using Al. “A solo Russian-
speaking miscreant known as “bandcampro”, targeted hardcore Trump supporters
and conspiracy theorists.” Using Al, it took six minutes for him to spin up a new
command-and-control (C2) server. “The Al agent did most of the hacking: migrating a
botnet from an old architecture to a new one, writing and deploying a new C2 server,
and even proactively carrying out 59 unprompted behaviors during the C2
migration. ... The logs show that the attacker never typed commands into the C2
console, but instead spoke them to the Al in conversational Russian, ... the entire
operation was encoded in three short, plain-text files totaling four pages. One file
details how to jailbreak Gemini. The second is a skill file with the code for the C2
framework. And the third, named C2_MIGRATION_GUIDE, is a how-to guide with six
steps to deploy a new C2 server. ... Tom Kellermann, TrendAl’s VP of Al security and
threat research, told The Register the Russians are the “world’s experts” at
jailbreaking and persistence.”®

5 Source: Computing.co.uk. UK and E nction nnect Russian hackers to th
6 Source: Security Week. har Russian Indivi Is and Firms for Runnin rcrim

7 Source: Computing.co.uk. UK charges five over alleged role in Russian Coms scam
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8. A number of new Russian cyber campaigns have been identified:

* Routers Targeted: ‘Five Eyes’ police and intelligence agencies, as well as a
number of EU countries, are warning that Russia’s “Federal Security Service’s
Center 16 continue(s) to exploit “poorly configured and vulnerable networking
devices worldwide.? ... The critical infrastructure sectors most at risk are
communications, the defense industrial base, energy, financial services,
government services and facilities, and healthcare and public health. Within
government services and facilities, the advisory identifies state and local
organizations as especially exposed. ... The activity has led to opportunistic
compromises across several critical infrastructure networks."*°

* GRU Hackers Using “‘Clickfix’: Russian Government hacking group
‘Sandworm’ “has adopted an attack known as Clickfix, to compromise devices
belonging to sensitive organizations in Ukraine. ... Websites under the control
of [GRU Hackers] display a CAPTCHA that requires the visitor to copy a jumble
of text and paste it into the terminal.” **Scripts in the text can install malware
or exfiltrate data.

* New Hacking Campaign Drops ‘RAT’ and ‘C2’ Malware “UAT-11795, a
sophisticated, Russian-speaking, financially motivated adversary has been ...
targeting users in the U.S. and Europe since at least June 2025. ... the
attackers are trying to infect many different types of users ... from developer
tools and business collaboration software to gaming platforms.”'? The objective
is to plant a Remote Access Trojan (RAT) called ‘Starland’ and a PowerShell-
based command-and-control implant called WLDR.

9. Russia’s ‘The Gentlemen’ Criminal Hacking Group. This relatively new,
Russian group of criminal hackers claimed seventeen percent (17%) of globally
published hacking attacks. The report includes a warning that they “use advanced
tooling and proxy infrastructure to accelerate attacks, often operating stealthily within
compromised networks before causing havoc. ... the group also shows a level of
technical maturity that would typically be associated with more established cyber
crime groups. This could suggest it consists of highly experienced threat actors with
deep ties to other groups within the cyber crime ecosystem.”*® This group operates as
a ‘Ransomware-as-a-Service’ basis, actively recruiting new members (called affiliates).
“Affiliates are increasingly leveraging SystemBC malware, a proxy and backdoor tool
often used in human-operated ransomware attacks, to establish covert tunnelling,
evade detection, and support rapid lateral movement across enterprise
environments.” As for targeting, “The Gentlemen largely extorts organizations in
Europe, with the UK and Germany among the most heavily targeted countries.”**

8 Source: The Register. !
in just 6 minut

9 Source: U.S. Government. Improve Router Hygiene to Protect Against Russian State-

10 Source: beta news. Russian FSB hackers exploit routers to target infrastructure

11 Source: ars Technica. Now, even Russia’s most elite hackers are using Clickfix to infect devices

12 Source: Security Affairs. New Russian Campaign Uses Fake Webex and Zoom Installers to Deploy Starland
RAT

13 Source: itpro. This one cyber crime group accounted for nearly a fifth of all ransomware attacks in June
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10. The Russian Hacker Ecosystem. “The Russian hacker ecosystem is a complex
and diverse network of actors, platforms and methods that is used for both financially
motivated and state-sponsored cyber attacks. The close links between criminal actors
and government agencies make this ecosystem particularly dangerous and difficult to
combat. ... Ransomware attacks, long considered purely criminal activities, are
increasingly showing signs of political motivation, especially when they originate from
Russia. An in-depth investigation has revealed that some of these attacks are not only
seeking financial gain, but are also pursuing geopolitical goals in line with the
interests of the Russian government.”* For a deep dive into how Russia recruits

hackers have a look at “How Russia Recruits and Trains Its Hackers” at
. 2v—=i -

No Rules In Cyberspace

11. Israel’s 8200 Learns No Cyber Truce With Iran. “Julia Kogan Ehrlich, a
cybersecurity executive and former IDF intelligence officer, says the war with Iran did
not end in June.” Her argument is that there is no change in Iranian cyber operations,
“the cyber front never went quiet. ... Our physical world may not be jeopardized, but
our infrastructure is constantly under attack.” “Head of the Israel National Cyber
Directorate, who disclosed that Iranian cyberattacks on Israel roughly tripled during
the recent war, reaching some 4,800 significant attacks,” Ehrlich says that the number
“counts only the serious attacks. The background noise, she confirmed, runs into the
millions. ... By her estimate, the public sees almost none of it. ‘Ninety-eight percent of
the attacks, people are not even aware of,” she said. ‘They’re seen behind closed
doors, because they're being defended against.’ "'°

12. Analysts Comments: Israel is a relatively ‘hard target’. Israel is aware that it is
under attack, and its citizens are well-educated and cyber aware. As a result, Iranian
and pro-lranian hackers find few vulnerabilities they can leverage. When hackers are
successful, Israel provides resources to critical infrastructure, and small business can
call on support. This is an excellent model of how to protect both your country. It is
also a warning: cyber-attacks never stop. There are no treaties regulating
cyberwarfare. Possibly worse, law enforcement is struggling to keep up with hackers.

This cyber-intelligence product is produced by David Swan. It is copyright David
Swan 2026. This report is TLP:CLEAR'” and MAY be shared freely.

To unsubscribe from this service send an email to DSC.Ops.Vulcan@gmail.com
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ransomware operators, accounting for 10% of all attacks

15 Source: ferner-alsdorf.com. Russian hackers and their activities

16 Source: The Jerusalem Post. 'There is n fire in r
with Iran

17 Definition TLP: CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
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copyright rules.
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