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This cyber-intelligence product is a snapshot of selected cyber events. Collection of
information is in accordance with clients’ guidelines. It contains 'observations’,
meaning headlines and links to online information. It MAY contain comments and
analysis. It is copyright David Swan 2025. This report is TLP:CLEAR?! and MAY be
shared freely.

If this report does not meet your requirements, is in error or if you need additional

information, contact David Swan at DSC.Ops.Vulcan@gmail.com
Cyber Intelligence: Is The PRC Preparing for Cyber War?

This report contains selected cyber-security information from 30™ May to 12" June
2025.

Synopsis
1. Sweden is Under Cyber Attack. The People’s Republic of China continues its

aggressive cyber-espionage campaigns, causing some civilian cyber security

companies to speculate that the PRC is preparing for conflict. In addition to the PRC
attacking cyber securlty company ‘SentinelOne’, there are campaigns against
governments using ‘Google Calendar’, SAJD_N_eﬂALeamLa,Qpll_ca_tJ_Qns and high-value_
iPhone users. Lastly, ‘Salt Typhoon’ appears to be claiming new victims. Russia had it's
Moscow ISP DDoSed, and a manufacturer of strategic bombers was hacked. Russia

2. Itis our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs
Israel, and the People’s Republic of China) are the most likely sources for the creation
of next generation malware and/or a primary source of cyber attacks. This includes
government funded hackers (military, intelligence and civilian employees), affiliated
hackers (criminals and mercenaries), and volunteer ‘supporters’.

Sweden Under Cyber Attack

3. Following three days of cyber attacks on Sweden’s public broadcaster ‘SVT’, Prime
Minister UIf Kristersson told journalists: “We are exposed to enormous cyberattacks.
Those on SVT have now been recognised, but banks and Bank-id have also been
affected. ... The attacks have been identified as Distributed Denial-of-Service (DDoS)
events and disrupted services, raising concerns about the resilience of Sweden’s
digital infrastructure. ... The incidents have heightened concerns about vulnerabilities
in Sweden’s cybersecurity systems and underscored the growing threat to critical
infrastructure in one of the world’s most connected nations, where over 93% of
households have internet access.”? Sweden has not yet identified the attacker. The
Swedish Security Service has previously identified Russia, China, and Iran as the
states behind previous attacks.

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.

2 Source: Euractiv. Sweden under cyberattack: Prime minister sounds the alarm
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People’s Republic of China

4. PRC Using Cyber-Espionage To Prepare For Conflict? Cyber Security company
‘SentinelOne’ “uncovered these clusters of malicious activity when the suspected
Chinese spies tried to break into SentinelOne's own servers in October. ... SentinelOne
threat researcher Tom Hegel told The Register in a phone interview ‘We tend to
prioritize China, and seeing them start to poke at our own products, our own
infrastructure, that immediately raises the red flag for us.”.” While SentinelOne
believes the probes and attacks were unsuccessful, they did initiate “a deeper
analysis of the broader campaign and malware used.” What was discovered was a
series of attacks between July 2024 and March 2025 using two types of malware and
links to two PRC cyber-espionage groups: APT15 and UNC5174. The company found
“more than 70 victims globally across manufacturing, government, finance,
telecommunications, and research. One of these was an IT services and logistics
company that manages hardware logistics for SentinelOne employees.”?

5. “Among the victims was an IT services and logistics company that was managing
hardware logistics for SentinelOne employees at the time of the breach in early
2025. ... It's currently not known if the attackers' intent was to just target the IT
logistics organization or if they planned to expand their focus to downstream
organizations as well. Further investigation into the attacks has uncovered six
different activity clusters (named to A to F) that date back to June 2024 with the
compromise of an unnamed South Asian government entity.

« Activity A: An intrusion into a South Asian government entity (June 2024)

« Activity B: A set of intrusions targeting organizations globally (Between July
2024 and March 2025)

« Activity C: An intrusion into an IT services and logistics company (at the
beginning of 2025)

» Activity D: An intrusion into the same South Asian government entity
compromised (October 2024)

« Activity E: Reconnaissance activity targeting SentinelOne servers (October
2024)

» Activity F: An intrusion into a leading European media organization (late
September 2024)“*

6. SentinelOne threat researcher Tom Hegel said to The Register: “It's a broad range
of victims, but they all share one thing in common: they represent strategic targets as
China prepares for war of the cyber or kinetic variety. ... Ultimately, this ties back to
pre-positioning for conflict."®> “We assess with high confidence that the threat actor’s
activities were limited to mapping and evaluating the availability of select Internet-

3 Source: The Register. Chin rew rs t reparing for conflict kdooring 75+ criti
orgs

4 Source: The Hacker News. Over 70 Organizations Across Multiple Sectors Targeted by China-Linked Cyber
Espionage Group

5 Source: The Register. Chin rew rs t reparing for conflict kdooring 75+ criti
orgs

2/4 2025-06-11

© David Swan Consulting 2025


https://www.theregister.com/2025/06/09/china_malware_flip_switch_sentinelone/
https://www.theregister.com/2025/06/09/china_malware_flip_switch_sentinelone/
https://thehackernews.com/2025/06/over-70-organizations-across-multiple.html
https://thehackernews.com/2025/06/over-70-organizations-across-multiple.html
https://www.theregister.com/2025/06/09/china_malware_flip_switch_sentinelone/
https://www.theregister.com/2025/06/09/china_malware_flip_switch_sentinelone/

Volume 5: Edition 12

Q\' Cyber-Intelligence Report

facing servers, likely in preparation for potential future actions.”® said SentinelOne.

7. PRC Hackers Leverage ‘Google Calendar’. Google is warning that PRC hacking
group APT41 was using ‘Google Calendar’ as a command and control system for some
of their malware. In attacks dating back to October 2024, a ‘compromised government
website’ (the report did not specify which government) was used as part of the lure to
other ‘government entities’. If the target clicked on the link, malware downloads would
start. The malware “would create a zero-minute Calendar event at a hardcoded date
writing to the event description data collected from the compromised machine,
encrypted.” Google says: “it developed custom fingerprints it used to find and take
down APT41-controlled Calendars, and identified and disrupted the group’s
Workspace projects, to disrupt its infrastructure. Google also added detections to the
Google Safe Browsing blocklist, notified the affected organizations, and provided them
with a sample of the ToughProgress (the malware) network traffic logs to help with
their detection and remediation efforts.”’

8. PRC Hackers ‘Earth Lamia’ Crack SAP Netweaver. Cyber security company
“Trend Micro’, has identified PRC hacking group ‘Earth Lamia’ as the team behind the
hacking of SAP applications. Trend Micro security researcher Joseph C Chen said: “The
actor also takes advantage of various known vulnerabilities to exploit public-facing
servers.” The list of victim countries is impressive, starting with hacking in Brazil and
India in 2023, and now includes Indonesia, Malaysia, the Philippines, Thailand, and
Vietnam. Describing the hacking group as "highly active," Trend Micro noted that: “the
threat actor has shifted its focus from financial services to logistics and online retail,
and most recently, to IT companies, universities, and government organizations. ‘In
early 2024 and prior, we observed that most of their targets were organizations within
the financial industry, specifically related to securities and brokerage,’ the company
said. ‘In the second half of 2024, they shifted their targets to organizations mainly in
the logistics and online retail industries. Recently, we noticed that their targets have
shifted again to IT companies, universities, and government organizations.’ “®

9. iPhone ‘Crashes’ May Mean You Have Been Hacked. Security firm ‘iVerify’ has
identified that iPhone crashes for ‘high-value’ individuals may have been caused by
Chinese hackers. “Anomalous crashes on iPhones belonging to high-value individuals
in the EU and US can potentially be associated with sophisticated zero-click attacks
targeting an iMessage vulnerability. ... The suspicious activity, observed in late 2024
and early 2025, with the most recent incidents dated March 2025, supposedly
targeted six devices belonging to individuals affiliated with political campaigns,
governments, media organizations, and tech companies in the EU and US. On four of
the devices, the security firm found signatures associated with the exploited
vulnerability, called Nickname, while the other two showed clear signs of exploitation.”
On suspect iPhones, “iVerify found that directories related to SMS attachments and
message metadata were modified and emptied 20 seconds after the ‘imagent’

6 Source: Security Week. Chinese Espionage Crews Circle SentinelOne in Year-Long Reconnaissance
Campaign

7 Source: Security Week. Chin Hacking Gr APT41 Exploit | lendar to Target Government

8 Source: The Hacker News. China-Linked Hackers Exploit SAP an L Server Flaws in Attacks Acr Asi
and Brazil
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process crashed, a pattern of clean-up activity typically associated with confirmed
spyware attacks.” Apple ‘strongly disagrees’® with iVerify’s claims.

10. More ‘Salt Typhoon’ Victims? ‘Salt Typhoon’ is the name of the PRC hacking
team that conducted global telecommunications hacks. “Two U.S. security agencies
listed mass media provider Comcast and data center giant Digital Realty ... had likely
been impacted by the group.”*® Comcast claims they have ‘no evidence’ of ‘impact on
their enterprise network’.

Russia vs Ukraine

11. Moscow ISP DDoSed. On June 2, major Russian internet service provider ASVT
reported “a significant distributed denial-of-service attack, which has interrupted
internet access in Moscow and other nearby areas since Tuesday.”! The attacker was
identified as Ukraine's IT Army hacktivist operation.

12. Russian Bomber Manufacturer Hacked. On June 4, “Ukraine’s military
intelligence agency GUR (aka HUR) claimed the hack of the Russian aerospace and
defense company Tupolev.” Tupolev is a division of Russia’s United Aircraft Company
(UAC), a key developer of strategic bombers. The 4.4 gigabytes of stolen data include
“internal communications, staff personal details, engineers’ resumes, procurement
records, and confidential meeting minutes. ... The value of the data obtained is hard
to overstate. ... There is now virtually nothing secret left in Tupolev’s operations as far
as Ukrainian intelligence is concerned.”*?

13. Russia Attacks Ukrainian Infrastructure With PathWiper Malware. Russia’s
latest strain of malware is ‘wiper’ malware designed to target Ukrainian infrastructure.
Cisco Talos calls the malware ‘PathWiper’. Talos says there are “commonalities
between PathWiper and HermeticWiper, one of the destructive malware strains used
at the start of Russia's invasion of Ukraine in 2022. ... PathWiper also destroys files on
disk by overwriting them with randomized bytes."*? Talos believes that Russia is using
‘SandWorm’ APT to conduct the ‘PathWiper’ campaign.
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9 Source: Security Week. iMessage Zero-Click Attacks Suspected in Targeting of High-Value Individuals

10 Source: NextGov. NCi hin tel m hackers likely hit dat nter and residential
internet provider

11 Source: SCWorld. Major DDoS attack disrupts Moscow’s internet services

12 Source: Security Affairs. Ukraine’s military intelligence agency stole 4.4GB of highly classified internal
data from Tupolev

13 Source: The Register. Fresh strain of pro-Russian wiper flushes Ukrainian critical infrastructure
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