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Cyber Intelligence: Israel vs Iran - The Unreported Cyber War
This report contains selected cyber-security information from 16™ to 26 June 2025.

Synopsis

1. The warfare between Israel and Iran had a significant cyber element. It started with
a major increase in attacks on Israel. Israel responded by hacking Iran’s national bank
and crypto exchange. Iran was forced to throttle its Internet to try and reduce hacking.
Even an lranian Internet blackout did not prevent its national broadcaster from being_
hacked. Iran tried to use Israeli security cameras for missile targeting. One of the few
Iranian successes was the hacking of Trump’s “Truth Social’ platform. The ceasefire

has not ended the cyber war. Another PRC cyber espionage network has been
discovered. PRC group ‘Salt Typhoon’ hacked Viasat and may be behind the hacking of
a Canadian telecomm company.

2. Itis our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs
Israel, and the People’s Republic of China) are the most likely sources for the creation
of next generation malware and/or a primary source of cyber attacks. This includes
government funded hackers (military, intelligence and civilian employees), affiliated
hackers (criminals and mercenaries), and volunteer ‘supporters’.

Israel vs Iran

3. Israel Hit With 700% Increase In Cyber Attacks. On June 13, Israel initiated
direct hostilities with Iran by attacking Iran with missiles and jets. Cyber security
company ‘Radware’ reported there was a “700% surge in malicious activity within just
two days stems from cyber retaliation operations by Iranian state actors and pro-
Iranian hacker groups, including DDoS attacks, infiltration attempts targeting critical
infrastructure, data theft, and malware distribution campaigns.”? The cyber attacks on
Israel were accompanied by increased pro-lranian activity on public and private
Telegram channels. “Cybersecurity advisor Tom Kellermann, who served on the
Commission on Cyber Security under President Barack Obama, said he expects to see
CyberAv3ngers and the Iranian Cyber Army launch destructive cyberattacks against
water utilities, electric, and transportation infrastructure. "Wipers and NotPetya-style
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ransomware will be used," he predicted.”®

4. Iran’s ‘Sepah Bank’ Hacked. On June 17, Iran was hit by multiple cyber attacks.
Iran’s ‘Sepah Bank’ was attacked, forcing the shutdown of ATM’s, gas stations and
financial services. Sepah Bank is used by Iran’s ‘Islamic Revolutionary Guard Corps’
(IRGC) to fund their operations, including missile and nuclear programs. The pro-Israel
hacker group ‘Predatory Sparrow’ claimed responsibility for the attack, saying they
had ‘wiped data’ from the bank.* Neither Iranian officials nor bank officials commented
on the attack. Maj. Gen. Shlomi Binder, head of IDF Military Intelligence Directorate,
warned that "more fronts will be acted in soon.">

5. Iran Throttles National Internet. On June 18, “Iran throttled internet access in
the country in a purported attempt to hamper Israel's ability to conduct covert cyber
operations. ... Fatemeh Mohajerani, the spokesperson of the Iranian Government, and
the Iranian Cyber Police, FATA, said the internet slowdown was designed to maintain
internet stability and that the move is "temporary, targeted, and controlled, to ward
off cyber attacks."®

6. Iranian Cyber Exchange ‘Nobitex’ Hacked. Also on June 18, ‘Predatory Sparrow’
said it attacked the Iranian cryptocurrency exchange ‘Nobitex’. "The Nobitex
exchange is at the heart of the regime's efforts to finance terror around the world,"
the group said. "This exchange is the regime's most popular tool for circumventing
international sanctions. ... According to blockchain investigator ZachXBT, around
$81.7 million worth of digital assets were stolen from the exchange across Tron, EVM
and BTC chains. ... Blockchain analysis firm Elliptic said the hackers "burned" the
stolen funds by sending them to inaccessible wallets, effectively pulling the assets out
of circulation." Iran’s IRGC has been identified as a major user of the exchange.”
‘Predatory Sparrow’ published Nobitex source code on June 19.

7. lranian Internet Blackout. On June 19, Security Affairs reported that Iran
experienced a near-total Internet blackout. Other firms including ‘Cloudflare’
confirmed the blackout. “the exact cause behind the collapse of Iran’s internet
remains unclear. While the timing coincides with escalating military conflict and a
wave of cyberattacks, there is no evidence linking the internet blackout to a specific
technical failure, deliberate government action, or external cyber operation."®

8. Iranian National Broadcaster Hacked. On June 20, Iranian broadcasters warned
their viewers “If you experience disruptions or irrelevant messages while watching
various TV channels, it is due to enemy interference with satellite signals.” There were
multiple reports that “Iran's state-owned TV broadcaster was hacked to interrupt
regular programming and air videos calling for street protests against the Iranian
government.” Iran has blamed Israel, but no group has claimed responsibility.
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9. Iran Hacking Israeli Security Cameras. According to Israeli officials, “Iran is
hijacking private security cameras installed in Israel to gather real-time intelligence,
mirroring a similar tactic used by Russia after its invasion of Ukraine in 2022. ... We
know that in the past two or three days, the Iranians have been trying to connect to
cameras to understand what happened and where their missiles hit to improve their
precision," said Refael Franco, the former deputy director general of the Israel
National Cyber Directorate.”®

10. Iran’s Banking System Hacked ... Again. On June 23, “the Iranian dissident
hacker group Tapandegan announced that it was able to successfully infiltrate Iran's
banking system, exposing the personal information of approximately 73 million bank
accounts, in a Sunday X/Twitter post. ... The group also urged the public to withdraw
their money from the regime's banks, stating that "the banking system no longer has
any security.” ... "We did not touch the last of our compatriots' money, but to warn
you and wake you up. We are publishing information on about 73 million bank
accounts, so you can see for yourself how destitute the banks have become. Before
it's too late, withdraw your money from the regime's banks!" The Central Bank of the
Islamic Republic of Iran has yet to officially respond to the claims."*°

11. Trump’s ‘Truth Social’ Hacked. In one of the few reported Iranian counter
strikes, on June 23, “hackers aligned with Iran have claimed responsibility for a
cyberattack on President Trump’s Truth Social platform, according to the cyber
nonprofit Center for Internet Security (CIS). ... Truth Social reportedly saw a surge in
reports of problems Saturday night, shortly after Trump posted on the site about the
“very successful attack” on the nuclear sites Fordow, Natanz and Esfahan, ... The Iran-
aligned hacking group 313 Team took credit for a distributed denial-of-service (DDoS)
attack.

12. Ceasefire Did Not Stop Iranian Cyber Attacks. On June 26, ‘The Hacker News’
reported at Iranian ATP35 hackers are targeting Israeli tech experts. Cyber security
company ‘Check Point’ said "In some of those campaigns, Israeli technology and cyber
security professionals were approached by attackers who posed as fictitious
assistants to technology executives or researchers through emails and WhatsApp
messages, ... The threat actors directed victims who engaged with them to fake Gmail
login pages or Google Meet invitations."*? Non-state actors who support Iran are also
continuing their attacks. “Following U.S. airstrikes on Iranian nuclear facilities on June
21, 2025, multiple pro-lranian hacktivist groups launched coordinated distributed
denial-of-service (DDoS) attacks against American military domains, aerospace
companies, and financial institutions.” The attacks were lead by “prominent hacktivist
groups, including Mr Hamza, Team 313, Cyber Jihad Movement, and Keymous+. "3
Reporting suggests the attacks are ongoing.

9 Source: The Hacker News. Iran's State TV Hijacked Mid-Br t Ami litical Tension
10 Source: The Jerusalem Post. Anti-regime hackers infiltrate Iran' nkin

11 Source: The Hill. Iranian-aligned hackers claim responsibility for Truth Social cyberattack

12 Source: The Hacker News. Ilranian AP Hacke argeting aeli Tech Expe nith Al-P

Attacks

13 Source: Cyber Security News. Hacktivist Groups Attacking U.S. Companies & Military Domains Following

Attacks on Iran

3/4

2025-06-25
© David Swan Consulting 2025


https://cybersecuritynews.com/hacktivist-groups-attacking-u-s-companies-military-domains/
https://cybersecuritynews.com/hacktivist-groups-attacking-u-s-companies-military-domains/
https://thehackernews.com/2025/06/iranian-apt35-hackers-targeting-israeli.html
https://thehackernews.com/2025/06/iranian-apt35-hackers-targeting-israeli.html
https://thehill.com/policy/technology/5364264-iran-hackers-target-truth-social/
https://www.jpost.com/middle-east/iran-news/article-858700
https://thehackernews.com/2025/06/irans-state-tv-hijacked-mid-broadcast.html

Volume 5: Edition 13

é\, Fw Cyber-Intelligence Report

People’s Republic of China

13. PRC’s ORB Spy Network. Researchers from SecurityScorecard discovered that
PRC hackers have been building a network of compromised unpatched routers, which
they named the ORB network. Cyber espionage hackers hide “nefarious activity by
bouncing internet traffic through a swirl of compromised devices. Because infected
devices continue to route legitimate traffic, the underlying malicious data
transmission is difficult to detect. ... Attackers focus on Linux-based routers and loT
devices in the United States, Japan, South Korea, Taiwan and Hong Kong. ... The
LapDogs network has quietly grown [since September 2023], infecting no more than
60 devices per campaign wave."**

14. Viasat Confirms It Was Hacked. “The breach of the California-headquartered
satellite and wireless networking company was discovered earlier this year and Viasat
has been working with the government ... Viasat is a global communications company
based in Carlsbad, California, that specializes in satellite-based connectivity solutions
across multiple sectors. ... China-linked cyber espionage group Salt Typhoon ... also
compromised Charter Communications and Windstream.”*>

15. Canadian Telecom Provider Hacked. “Hackers suspected of working on behalf
of the Chinese government exploited a maximum-severity vulnerability, which had
received a patch 16 months earlier, to compromise a telecommunications provider in
Canada. ... “The Cyber Centre is aware of malicious cyber activities currently
targeting Canadian telecommunications companies,” officials for the center, the
Canadian government’s primary cybersecurity agency, said in a statement. ‘The
responsible actors are almost certainly PRC state-sponsored actors, specifically Salt
Typhoon.” ”

Russia

16. Google’s Threat Intelligence Group is warning that APT29, a Russian cyber
intelligence unit, is bypassing Gmail multi-factor authentication with an application
specific password ruse. The Russian hackers posed as “US State Department staff and
convinced targets to generate and give up Google app-specific passwords.”'® The
lures were sent with spoofed addresses during Washington DC, working hours, with
instructions to create app-specific passwords.
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