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Cyber Intelligence: PRC Is Keeping Its Hackers VERY Busy

This report contains selected cyber-security information from June 30 to July 10,
2025.

Synopsis

1. PRC hackers have been busy: targeting Chinese speakers, building a massive e-
commerce phishing scheme, targeting France, and growing the ‘LapDog’ network.
Russia’s _Gamanedgn_teimns_to_axtaglsmgiﬂsnamﬁ while nmpmjmn_gmupumn_
the fight. Al is already generating deepfakes, including imitating the U.S. Secretary of
State. A Norwegian dam’s control system was hacked.

2. It is our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs
Israel, and the People’s Republic of China) are the most likely sources for the creation
of next generation malware and/or a primary source of cyber attacks. This includes
government funded hackers (military, intelligence and civilian employees), affiliated
hackers (criminals and mercenaries), and volunteer ‘supporters’.

People’s Republic of China

3. PRC Targets Chinese Speakers. Cloud security company ‘Netskope’ has
identified a malware campaign targeting Chinese speakers. The attacks start with
websites that mimic official websites of legitimate software. “Masquerading as
legitimate software, such as WPS Office, Sogou, and DeepSeek, the installers were
seen deploying a GhOstRAT variant named Sainbox RAT, and the open source Hidden
rootkit, likely to achieve stealthy access to victims’ systems. ... According to
Netskope, the campaign appears to have been orchestrated by the China-linked Silver
Fox hacking group, based on the employed TTPs, the use of fake websites and
installers for popular Chinese software, and targeting.”? The attackers have been
assessed as a PRC APT masquerading as a cyber-criminal group.

4. Massive E-commerce Phishing Scheme. In a separate attack also attributed to
the PRC, “Cybersecurity firm Silent Push has identified a ‘massive phishing scam’

which has “created thousands of fake e-commerce websites designed to trick online
shoppers. These fraudulent sites mimic well-known brands and aim to steal sensitive

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.
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financial information, impacting both English and Spanish-speaking consumers
worldwide. ... The scammers create convincing fake versions of popular retail
websites, including those of Apple, Harbor Freight Tools, Michael Kors, REI, Wayfair,
and Wrangler Jeans. While these sites appear to offer products, they do not process
actual purchases. Instead, they are designed to capture credit card details entered by
unsuspecting users.” The fake websites “displayed ‘reserved cart’ timers and logos of
legitimate payment services like Visa, MasterCard, PayPal, Oxxo, and SPEI” and even
“integrated real Google Pay purchase widgets"* ... except that products are never
delivered.

5. PRC Linked Group Attacked French Organizations. France's cyber agency
ANSSI revealed that, since September 2024, Chinese hacking group ‘Houken’ “used
Ivanti CSA zero-days to target [French] government, telecom, media, finance, and
transport sectors. ... At the end of 2024, the French cyber agency observed multiple
attacks on local entities across key sectors. After compromising Ivanti CSA devices,
attackers moved laterally, stole credentials, and tried to persist on networks.” ANSSI
speculates: “the threat actor behind the Houken and UNC5174 intrusion sets might
correspond to a private entity, selling accesses and worthwhile data to several state-
linked bodies while seeking its own interests leading lucrative oriented operations.”>

6. Updating ‘LapDog’ ORB Network. In Edition 13 of our Cyber Intelligence Report?,
we reported that the PRC had created a new network nicknamed ‘LapDog’. Security
researchers at SecurityScorecard continue to track the growth of the network, which
currently comprises over 1,000 home and small office routers. “These compromised
devices formed a hidden network, called an Operational Relay Box (ORB),” used to
covertly move data stolen though cyber-espionage. “LapDogs’ ShortLeash malware
targets a wide range of hardware and firmware vendors without vendor restrictions.
Confirmed targeted devices include models from ASUS, D-Link, Microsoft, Panasonic,
Synology, and more. ... The script requires root access, checks if the system runs
Ubuntu or CentOS, and installs itself accordingly to ensure it runs on every reboot. ...
Infection depends only on OS compatibility ... Targets are highly localized in the
United States and Southeast Asia, particularly Japan, South Korea, Hong Kong, and
Taiwan.”” Attribution is difficult as typically multiple groups will utilize ORB networks.

Russia vs Ukraine

7. Russia APT ‘Gamaredon’ Renews Phishing Attacks on Ukraine. Noted
Russian hacking team ‘Gamaredon’ had shifted its targeting to NATO countries. Cyber
security company ‘ESET’ is reporting that its primary focus has returned to Ukraine in
the form of sophisticated ‘phishing’ attacks. Its targets are: “exclusively targeting
Ukrainian government institutions. ... through spear-phishing campaigns as well as
attacks involving weaponized network drives and USB devices.” Gamaredon is
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apparently using a ‘new toolset’ and trying to obfuscate its activities by hiding in
Cloudflare subdomains. Observers note: “a significant improvement in enhancing a
number of [Gamaredon’s] tools with stealthy capabilities.”®

8. New pro-Russia Hacker Groups Developing. Multiple sources are reporting that
Russia has gone on a recruiting spree, adding hackers and hacker groups to its pro-
Russia cyber forces. The largest and most active hacking group remains
NoName057(16). It became active in March 2022, typically attacking one or two
victims a week. The IT Army of Russia emerged in March 2025, targeting ‘Ukrainian
digital infrastructure.” The group also targets “insider information that could benefit
Russian forces.” This is usually considered cyber-espionage, conducted by a nations
security services. Another new group is “TwoNet’. Starting in January 2025, it claims
“40 members involved in hacking, software development and open source
intelligence (OSINT) research. The group has mainly targeted digital infrastructure in
Spain, Ukraine, and the UK, focusing its attacks on entities within the aviation,
government, tech, media, and telecom sectors."®

9. “While the US Cybersecurity and Infrastructure Security Agency (CISA) has not
openly tied CARR to the Russian government, others have made the connection.
Mandiant, Google’s threat intel division, has presented evidence indicating a close
operational overlap between several pro-Russian hacktivist groups and Russia’s
General Staff Main Intelligence Directorate (GRU). In January 2025, the Ukrainian
OSINT group Molfar also dropped a dossier outing over 10 alleged members of both
CARR and NoName057(16). The leak included names, faces, and personal info, some
of them Ukrainian nationals who had flipped to support Russia.” The new groups show
a high degree of skill, highly selective targeting, and an unusual amount of
collaboration with other pro-Russian hackers and sector-specific groups.*® Analysts
Comment: This suggests that these groups are NOT casual hacker groups, but in fact
government sponsored APT (Advanced Persistent Threat) groups.

The Rise of Al in Hacking

10. Trend Micro Warns: Al generated Deepfakes are here. This week, there was
an announcement that Al (Artificial Intelligence) was used to generate a deepfake of
the U.S. Secretary of State, Marco Rubio, as well as other officials. According to
research conducted by cyber security firm ‘“Trend Micro’, hackers can use off-the-shelf
products for video, audio, and image generation. “These tools are inexpensive, easy
to use, and increasingly capable of bypassing identity verification systems and
security controls. ... David Sancho, senior threat researcher at Trend says, "Al-
generated media is not just a future risk, it's a real business threat. We're seeing
executives impersonated, hiring processes compromised, and financial safequards
bypassed with alarming ease. This research is a wake up call.” This capability is NOT
limited to nation-states. The ‘Trend Micro’ report warns that “There’s also an
expanding cybercriminal ecosystem where these platforms are being used to execute
convincing scams. As a result CEO fraud is becoming increasingly hard to detect as

8 Source: Dark Reading. Russian APT 'Gamaredon' Hits Ukraine With Fierce Phishin
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attackers use deepfake audio or video to impersonate senior leaders in real-time
meetings.”*!

11. Trend Micro’s warnings continue: “Tools for creating deepfakes are now more
powerful and more accessible by being cheaper and easier to use. Criminals can
easily generate highly convincing deepfakes with very little budget, effort and
expertise, and deepfake generation tools will only become more affordable and more
effective in the future. ... Deepfake-enabled attacks against corporations are typically
highly targeted, requiring prior knowledge of the victim.” Analysts Comment: This is
doubly true for nations that use Al / Deepfake tools.

12. U.S. State Department Warning. On 3 July, the U.S. State Department sent a
cable to “all diplomatic and consular posts” that voicemails imitating Secretary Marco
Rubio had been sent on ‘Signal’, as well as a text message inviting an individual to
communicate on ‘Signal’. “The cable did not identify the individuals that were
contacted or what the Al-generated voice of Rubio said in those voicemails. ... The
Associated Press reported, citing a US official who spoke anonymously, that the
hoaxes were unsuccessful and ‘not very sophisticated’.”*? In addition to the Rubio
hoax, “The FBI has warned in a public service announcement about a “malicious”
campaign relying on text messages and Al-generated voice messages that ... aim to
dupe other government officials as well as the victim’s associates and contacts."”*3

Hackers Took Control of a Norwegian Dam

13. According to a report in ‘gbhackers’, hacker infiltrated the industrial control
systems of a dam near Risevatnet in Bremanger, Norway, in April. The hack managed
to “manipulate both the water flow and the valve systems remotely. ... leading to a
full valve opening event that lasted several hours before being detected and
mitigated. ... The attack was carried out with precision, targeting specific control
points ... which could have resulted in uncontrolled water release, potentially causing
flooding, infrastructure damage, and even endangering local communities.” Analysts
Comment: Who was behind the attack? Pro-lranian hacking teams have managed
crude attacks against American and British water management systems. Russia has
been accused of hacking attacks against Norway as well as reconnaissance and
sabotage attacks. We assess Russia as the more probable attacker.
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