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Cyber Intelligence Report: PRC Hacks Sharepoint  

    This report contains selected cyber-security information from 11th to 24th July 2025. 

Synopsis

1. The PRC has launched an attack on Microsoft Sharepoint servers. Microsoft was slow 
creating patches and warning about the vulnerability. The attack is ongoing. The PRC 
attacks the U.S. National Guard. Russia takes some hits: NoName057(16) gets busted, 
a major drone manufacturer is hacked, the countries largest liquor retailer is shut 
down, Gazprom, Russian’s oil production company, is attacked, and Crimea’s wired 
telecommunications providers were DDoSed. Even major restaurant chains are 
DDoSed.   

2.  It is our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs 
Israel, and the People’s Republic of China) are the most likely sources for the creation 
of next generation malware and/or a primary source of cyber attacks. This includes 
government funded hackers (military, intelligence and civilian employees), affiliated 
hackers (criminals and mercenaries), and volunteer ‘supporters’.  

Microsoft Sharepoint Under Attack

4. Microsoft Sharepoint Breached By PRC Hackers. On July 21, reports were 
published that recently patched Microsoft Sharepoint servers were under attack. 
Apparently, there is a vulnerability that allows attackers to place a ‘backdoor’ and 
then “grab the systems’ security keys, allowing the attackers full takeover of the 
machines.” At risk is:

• Microsoft SharePoint Server 2019 
• Microsoft SharePoint Enterprise Server 2016, and 
• Microsoft SharePoint Server Subscription Edition 

5. “CISA2 says that the attackers managed to “fully access SharePoint content, 
including file systems and internal configurations, and execute code over the network.  
... According to the Washington Post, CVE-2025-53770 has been leveraged to breach 
the servers of US federal and state agencies, energy companies and universities, and 

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
Usage, Recipients may share this information without restriction. Information is subject to standard 
copyright rules.

2 CISA: U.S. Cyber Defense Agency, National Coordinator for Critical Infrastructure Security and Resilience
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an Asian telco. ... “Eye Security said it has tracked more than 50 breaches, including 
at an energy company in a large state and several European government agencies,” 
the news outlet reported.”3 Multiple sources observed that the number of attackers 
increased. By July 23, three hacking teams from the PRC had been identified along 
with “about 400 victims, according to researchers at Netherlands-based Eye 
Security. ... The details of most of the victim organizations have not yet been fully 
disclosed.”4 “According to reports tens of thousands of servers, including those of US 
federal and state agencies, were at risk. ... [Hackers] who gained access to servers 
while the vulnerability was unpatched could have stolen keys to regain access, even 
after the patch was applied.”5

6. Microsoft Knew About the Vulnerability. Cyber Security company ‘Trend Micro’ 
sponsored a ‘hacking competition’ in Berlin in May. The company provided cash 
bounties for “the discovery of computer bugs in popular software. ... A researcher 
working for the cybersecurity arm of Viettel, a telecommunications firm operated by 
Vietnam’s military, identified a SharePoint bug at the event, dubbed it ‘ToolShell’ and 
demonstrated a method of exploiting it. ... Microsoft subsequently said in a July 8 
security update that it had identified the bug, listed it as a critical vulnerability, and 
released patches to fix it. Around 10 days later, however, cybersecurity firms started 
to notice an influx of malicious online activity targeting the same software the bug 
sought to exploit: SharePoint servers. “Threat actors subsequently developed exploits 
that appear to bypass these patches,” British cybersecurity firm Sophos said in a 
blog post on Monday.”6 Analysts Comment: Although Microsoft has posted patches 
and security measures, many client organizations, including governments, have 
understaffed IT support and will remain vulnerable until systems are fully patched and 
security keys have been changed.

Russia vs Ukraine

7. Russia’s Patriotic Hackers NoName057(16) Busted. An international law 
enforcement operation dubbed "Operation Eastwood", led by Europol and Eurojust 
with support from 12 countries, took down 100 servers hosting the group's 
infrastructure. Two arrests were made, seven European warrants issued, as well as 
warnings issued to “1,100 participants and 17 administrators, warning them that they 
were facing criminal liability for their actions. ... The operation involved law 
enforcement from Czechia, Estonia, Finland, France, Germany, Latvia, Lithuania, the 
Netherlands, Poland, Spain, Sweden, Switzerland, and the United States.”7 “Europol 
estimates the group has more than 4,000 supporters, who have built their own botnet  
made up of several hundred servers to increase the distributed denial of service 
(DDoS) attack load.”8 Analysts Comment: The leaders of NoName057(16) are based in 

3 Source: Help Net Security. Microsoft SharePoint servers under attack via zero-day vulnerability
4 Source: Business Insurance/Reuters. Microsoft server hack has now hit 400 victims, researchers say
5 Source: The Register. Microsoft patches critical SharePoint 2016 zero-days amid active exploits
6 Source: Business Insurance/Reuters. Microsoft knew of SharePoint server exploit but failed to effectively 

patch it
7 Source: Bleeping Computer. Europol disrupts pro-Russian NoName057(16) DDoS hacktivist group
8 Source: The Register. Operation Eastwood shutters 100+ servers used to DDoS websites supporting 

Ukraine
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Russia. This operation will slow the group down for a time but they are capable of 
rebuilding.

8. Ukrainian Hackers Destroy Russian Drone Maker’s Network. “Ukrainian 
hackers [Black Owl] claim to have taken out the IT infrastructure at Russia's Gaskar 
Integration plant, one of the largest suppliers of drones for its army, and also 
destroyed massive amounts of technical data related to drone production.” Ukraine’s 
military intelligence agency, HUR, worked with the hackers to “[carry] out large-scale 
work to capture the entire network and server infrastructure of Gaskar Group, collect 
valuable information about the UAVs being produced and prospective, and then 
destroy the information and disable this infrastructure.” Black Owl also claimed “47TB 
of technical information about the production of Russian drones, and BO Team claims 
to have destroyed all of the information on Gaskar's servers, including 10TB of backup 
files.”9

9. WineLab, Russia’s Largest Alcohol Company Closed due to Cyber Attack. 
Novabev Group, parent company to WineLab, the retail store of the largest alcohol 
company in Russia, announced that hackers had breached its IT systems, forcing 
WineLab to close. The attack was described as “a large-scale and coordinated 
operation. ... Novabev also states that the attackers requested a ransom payment but 
the company declined to engage and says it won’t comply with the demands.”10

10. Hackers Erase Gazprom’s Network. Ukraine’s Defense Intelligence (HUR) 
“wiped data from [Gazprom’s] physical servers, cloud platforms, and all backups, 
targeting critical control systems that manage Russia’s gas flows, finances, and 
internal operations. ... wiped data from physical servers, cloud platforms, and all 
backups, targeting critical control systems that manage Russia’s gas flows, finances, 
and internal operations.”11

11. Crimean Communications Providers Under Cyber Attack. On July 23, 
according to the occupation ministry of internal policy, information, and 
communications for occupied Crimea, “a massive DDoS attack is being carried out 
against major fixed-line communication operators. ... some services may periodically 
be unavailable to subscribers. ... The fixed-line communication operators are telecom 
companies that provide internet and telephone access through cable networks, fiber 
optics, or other stationary technologies.”12

12. Major Russian Restaurant Chains DDoSed. On July 18, a Distributed Denial of 
Service attack (DDoS) was launched against “automation provider iiko and its hosting 
partner ESTT. The attackers bombarded servers with DDoS traffic for five consecutive 
days, overwhelming systems and rendering mobile apps and websites intermittently 
inaccessible. ... Restaurant chains including McDonald’s successor Vkusno i Tochka, 

9 Source: The Register. Ukrainian hackers claim to have destroyed major Russian drone maker's entire 
network

10 Source: Bleeping Computer. Russian alcohol retailer WineLab closes stores after ransomware attack
11 Source: Euromaidan Press. Hackers erased Gazprom’s digital brain in catastrophic cyber strike, HUR 

source says
12 Source: RBC-Ukraine. Powerful cyberattack disrupts operations of communication providers in occupied 

Crimea
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coffee chain Cofix, Sushi Master and more saw their operations disrupted. ... The 
company said no customer data was compromised but acknowledged disruptions to 
internal communications. One iiko client, the sushi chain Mnogo Lososya, reported 
that it was unable to process kitchen orders for nearly three days.”

People’s Republic of China (PRC)

13. PRC’s ‘Salt Typhoon’ Hacks U.S. National Guard. The PRC’s hacking group 
‘Salt Typhoon’ continues its campaign, this time “compromising a US state’s Army 
National Guard network, obtaining valuable information that could facilitate its 
hacking into other units’ networks and their state-level cybersecurity partners. ... [The  
group] exfiltrated configuration information and collecting data sent to and received 
from “counterparts’ networks in every other US state and at least four US 
territories. ... This data also included these networks’ administrator credentials and 
network diagrams—which could be used to facilitate follow-on Salt Typhoon hacks.” 
They also collected “configuration files for other US government and critical 
infrastructure organizations, including at least two state government agencies.”13 The 
compromise is assessed as a ‘serious escalation’ as well as “another reminder that 
advanced persistent threat actors like Salt Typhoon are not only targeting federal 
agencies but also state-level components where the security posture might be more 
varied.”14

Another U.S. Cyber Security Warning System Shut Down

14. According to a report in ‘The Register’, on July 22, U.S. government funding for a 
Lawrence Livermore National Laboratory program analyzing activity that could 
indicate a cyberattack expired. The team at “Lawrence Livermore National Laboratory 
(LLNL) focused on nation-state threats against critical infrastructure, and this includes 
the CyberSentry Program. It's a public-private partnership, managed by CISA, that 
looks for malicious activity on IT and operational technology (OT) networks in 
America's energy, water, healthcare, and other critical facilities.” These are threats 
that “ultimately enables the digital invaders to backdoor critical orgs and deploy 
cyber weapons to aid in a kinetic war.” An example would be the ‘Salt Typhoon’ 
attacks on telecommunications companies. CEO Robert Lee of OT cybersecurity 
company Dragos warned “we are not prepared for a major attack on our critical 
infrastructure … we are not doing enough to prepare and the results could be 
catastrophic, including loss of life."15

_______________________________________________________________________________________
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13 Source: Security Week. China’s Salt Typhoon Hacked US National Guard
14 Source: NextGov. Salt Typhoon hacks into National Guard systems a ‘serious escalation’, experts warn
15 Source: The Register. Funding for program to stop next Stuxnet from hitting US expired Sunday
16 Definition TLP: CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
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