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    This cyber-intelligence product is a snapshot of selected cyber events. Collection of 
information is in accordance with clients’ guidelines. It contains 'observations', 
meaning headlines and links to online information. It MAY contain comments and 
analysis. It is copyright David Swan 2025. This report is TLP:CLEAR1 and MAY be 
shared freely.

    If this report does not meet your requirements, is in error or if you need additional 
information, contact David Swan at DSC.Ops.Vulcan@gmail.com

Cyber Intelligence Report: The ‘Other’ Cyber Wars

    This report contains selected cyber-security information from 25th July to 7th August 
2025. 

Synopsis

1. We start with PRC’s ‘Fire Ant’ hackers targeting virtualized and segregated 
networks. The U.S. National Reconnaissance Office was hacked. PRC criminal hackers 
are targeting 115 Million U.S. Payment cards. Ukraine caused at least twenty-six 
service failures inside Russia’s Internet in the last thirty days. There is a new attack on 
Ukraine’s defense industries. Other cyber conflicts include: Pakistan cyber attacks on 
India, Thailand vs Cambodia, and Iran’s cyber attacks on Israel. And last, a ‘special’ on 
the latest in ramsomware extortion tactics. 

2.  It is our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs 
Israel, and the People’s Republic of China) are the most likely sources for the creation 
of next generation malware and/or a primary source of cyber attacks. This includes 
government funded hackers (military, intelligence and civilian employees), affiliated 
hackers (criminals and mercenaries), and volunteer ‘supporters’.  

People’s Republic of China (PRC)

3. PRC Hackers ‘Fire Ant’ Targeting Restricted and Segmented Networks. 
Cyber security company ‘Sygnia’ has identified a campaign by the PRC’s ‘Fire Ant’ 
hackers targeting VMWare and F5 vulnerabilities. These products are supposed to 
increase security and protections around critical data. “The cyberespionage group 
exploited CVE-2023-34048, a critical vCenter Server vulnerability leading to 
unauthenticated remote code execution, to take over the virtualization management 
layer. ... ‘Sygnia observed high levels of operational resilience. Fire Ant actively 
adapted to eradication and containment efforts, replacing toolsets, deploying 
redundant persistence backdoors, and manipulating network configurations to re-
establish access.’ “2 Analysts Comment: This campaign is designed to penetrate the 
most secure, the most sensitive network environments on a long-term basis. 

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
Usage, Recipients may share this information without restriction. Information is subject to standard 
copyright rules.

2 Source: Security Week. Chinese Spies Target Networking and Virtualization Flaws to Breach Isolated 
Environments
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4. US Spy Satellite Agency Hacked. The U.S. “National Reconnaissance Office 
(NRO) confirmed to ‘The Register’ that attackers gained limited access to its 
networks,” but claimed no classified data was exposed. The agency refused to answer 
if the attack was through the SharePoint vulnerability. “‘We can confirm that an 
incident involving our unclassified Acquisition Research Center (ARC) website is 
currently being investigated in collaboration with federal law enforcement,’ the 
agency said. ‘We do not comment on ongoing investigations.’”3 

5. PRC Criminal hackers Compromise 115 Million U.S. Payment Cards. A highly 
advanced network of Chinese-speaking cybercriminal syndicates are impersonating 
services, resulting in compromised personal information and banking information. 
Once the lures have been accepted, “monetization strategies demonstrate deep 
technical acumen, with operators provisioning 4-7 cards per device for U.S. victims 
and 7-10 for U.K. targets on older iPhone models to exploit weaker security features.”4 
This campaign has spawned multiple PRC criminal hacking groups apparently 
cooperating, specializing in targeting and rapid brand switching. 

Russia vs Ukraine

6. Russia’s Internet Is Broken. In Russia, Internet outages and service interruptions 
have become common according to ‘Meduza’, an independent journalism outlet that 
reports on Russia from outside its borders. In an article published August 1, twenty-six 
examples are provided of organizations and/or services that have had problems 
staying online. The list covers: retail, restaurants and delivery, clinics and pharmacies, 
transportation and communications, banking, government services, as well as social 
media and applications. All twenty-six examples of service disruptions happened in 
the last 30 days. “The most serious incident came on July 28, when Ukrainian and 
Belarusian hackers broke into Aeroflot’s internal systems — delaying 150 flights, 
stranding at least 20,000 passengers, and costing the airline more than 250 million 
rubles (over $3 million).”5

7. Analysts Comment: These attacks do NOT include attacks on industries such as 
defence industries or petrochemical companies nor some of the substantial cyber 
attacks on the Russia government. Although there is significant overlap between what 
we have reported in the Cyber Intelligence Report and this article, this summary 
illustrates the Ukrainian effort to make the war ‘real’ to ‘average’ Russians. There is no 
way to gauge the effectiveness of these attacks. Russians are notorious for their 
fatalism, which in this case is acceptance of service outages. Russians are also aware 
of the nature of their government and are loath to making disparaging comments 
about it. That said, the scope of these interruptions is so broad, there are very few 
parts of Russian society that would be unaware of the attacks or would escape their 
impact.

8. Unknown Attacker Hacks Russian Aircraft Production. On July 25, a cyber 
attack targeted “employees of Voronezh Aircraft Production Association (VASO), one 

3 Source: The Register. US spy satellite agency breached, but insists no classified secrets spilled
4 Source: gbhackers. Chinese Hackers Breach Exposes 115 Million U.S. Payment Cards
5 Source: Meduza. Even when the Internet works in     Russia, something on     it     doesn’t. Here’s     what’s     broken   

over the past month.
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of the major aircraft production entities in Russia.” The attack starts with a ‘phishing 
lure’ that leads to the installation of a backdoor called EAGLET “to facilitate data 
exfiltration. ... The activity, dubbed Operation CargoTalon, has been assigned to a 
threat cluster tracked as UNG0901 (short for Unknown Group 901).”6

9. Ukrainian Intelligence Hacks Russian Government in Crimea. Ukraine’s main 
Intelligence Directorate (known has HUD) struck the Crimea government with a multi-
layered cyber attack. Across several days, a “DDoS attack effectively paralyzed the 
peninsula’s information systems and network infrastructure.” A concurrent attack 
“penetrated electronic offices and gained access to digital resources, including:

• the electronic document management system DIALOG;
• the electronic document management systems SED and Delo;
• accounting systems 1C:Document Management, Directum, and ATLAS.

Over two days, 100 terabytes of data were downloaded, including classified materials 
about military facilities and Russian troop supply routes on the peninsula.”7 Ukrainian 
Intelligence claimed all data was wiped from the servers. 

10. Russian Spies Using Russian ISPs To Hack Embassies. Microsoft Threat 
Intelligence Group is warning that a Kremlin-backed group it tracks as Secret Blizzard 
is using “an adversary-in-the-middle (AiTM) position at the ISP/telco level to gain 
access to foreign embassies located in Moscow and deploy their custom 
ApolloShadow malware.” A Microsoft source said: “The bottom line ... is that anyone 
sending and receiving super sensitive data should use thoroughly vetted networks 
that are secured with end-to-end visibility.”8 Stated another way, Internet encryption 
is not good enough protection.

11. New Attack On Ukraine’s Defence Industry. An unknown hacking group 
(probably Russian or pro-Russian) is sending “phishing emails, often titled ‘court 
summons’. ... The messages contain links to legit file services. ...” The targets are: 
“state authorities, the Defense Forces, and defense-industrial enterprises.” The 
objective appears to be to “gather system info, browser data, and specific files (.docx,  
.pdf, etc.). It steals login credentials, cookies, and archives ... It also executes 
PowerShell commands from its server, evades virtual machines, and ensures 
persistence via a registry key.”9

Other Cyber Wars

12. Pakistan’s APT36 Continues to Attack India. Although the war between India 
and Pakistan has ended, the cyber conflict continues between the two countries. 

6 Source: The Hacker News. Cyber Espionage Campaign Hits Russian Aerospace Sector Using EAGLET 
Backdoor

7 Source: Global Expreso TV. Ukrainian hackers wipe data from Crimean authorities’ servers in major 
cyberattack

8 Source: The Register. Kremlin goons caught abusing ISPs to spy on Moscow-based diplomats, Microsoft 
says

9 Soruce: Security Affairs. CERT-UA warns of UAC-0099 phishing attacks targeting Ukraine’s defense 
sectorhttps://securityaffairs.com/180896/apt/cert-ua-warns-of-uac-0099-phishing-attacks-targeting-
ukraines-defense-sector.html
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APT36, also known as ‘Transparent Tribe’, has expanded its targeting to include 
“Indian railways, oil and gas infrastructure, and the Ministry of External Affairs.” 
APT36 makes extensive use of phishing, with “over 100 phishing domains 
impersonating Indian entities, primarily hosted by AlexHost, underscoring a persistent  
and resilient threat landscape. ... APT36’s phishing infrastructure targets credentials 
through spoofed domains mimicking DRDO, Indian Army, and other entities, often 
using deceptive subdomains under TLDs like .report or .support.”10

13. Thailand vs Cambodia. “The five-day conflict left more than 40 people dead and 
drove more than 300,000 from their homes. It also kicked off a disinformation blitz as 
Thai and Cambodian partisans alike sought to boost the narrative that the other was 
to blame. Thai officials recorded more than 500 million instances of online attacks in 
recent days, government spokesperson Jirayu Huangsab said on Wednesday. ... Thai 
and Cambodian partisans alike sought to boost the narrative that the other was to 
blame, kicking off a disinformation blitz, ... Freshly created "avatar" [and bot] 
accounts have targeted popular users or media accounts in Thailand. ... Hackers from 
both sides have broken into state-run websites to deface pages with mocking or 
offensive messages. ... Jessada Salathong, a mass communications professor at 
Thailand's Chulalongkorn University, said ‘In an era when anyone can call themselves 
media, information warfare simply pulls in everyone.’”11

14. Analysis of Iran’s Cyberwarfare Against Israel. SecurityScorecard’s STRIKE 
threat intelligence team conducted “one of the first comprehensive overviews of the 
cyberwarfare aspects of the nearly two-week-long conflict, found that Iranian 
operations were launched in an effort to intimidate civilians, undermine Israeli morale 
and amplify Iran’s wartime narrative.” The physical war began on June 13. “The 
responding cyber campaigns involved three distinct layers of Iranian-linked actors.

• At the ground level, loosely organized hacktivists waged symbolic website 
defacements and claimed to have leaked data under the guise of pro-
Palestinian narratives. 

• Above them, proxies aligned with the Islamic Revolutionary Guard Corps 
combined ideological motives with precise targeting, and frequently conducted  
joint hacking operations alongside Lebanese or Afghan cyber brigades. 

• At the top, direct state-sponsored units deployed phishing and custom 
malware with precision timing to track and exploit victims. 

Altogether, these units created a multi-pronged threat environment that blurred the 
line between volunteer activism and state tasking, though it’s not clear if Iran’s 
central government was responsible for overseeing all layers of the hacking efforts.”12 
Analysts Comment: Despite large forces at all levels, Iran and her supporters lacked 
the skills of Israel and her allies.  This rendered most of Iran’s efforts ineffective. The 
more general takeway is: cyber conflict did not end with the physical war. 

10 Source: gbhackers. APT36 Hackers Target Indian Railways, Oil, and Government Systems Using Malicious 
PDF Files

11 Source: France24. Thai-Cambodian cyberwarriors battle on despite truce
12 Source: NextGov. New research shows Iran’s expansive cyber offensive during ‘12-Day War’ with Israel
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And Now There Is 
Quadruple Extortion.

15. As ransomware 
groups gained 
experience, their 
Tactics, Techniques, and 
Procedures evolved. 
They have become 
progressively more 
insistent on getting 
paid for their 
activities.“Ransomware 
threats today aren’t 
just about encryption 
anymore,” said Steve 
Winterfeld, Advisory 
CISO at Akamai. 
“Attackers are using 
stolen data, public 
exposure, and service outages to ... pressure victims. Cyberattacks are turning into ... 
business crises, forcing companies to rethink how they prepare and respond.”13

16. Some Ransomware Groups Threatening Physical Violence. Increasingly, 
hackers “threaten physical violence against employees and their families.” According 
to a survey by security firm ‘Semperis’, “40 percent of respondents reported receiving 
physical threats.” Jeff Wichman, Semperis' director of breach preparedness and 
response said "The attackers know where the executives live, they know where their 
families are, they know where their kids go to school. ... ‘I would say in the next 12 
months ... attackers will find any way feasible to force a payment.’ "14 “ ‘Paying 
ransoms should never be the default option. While some circumstances might leave 
the company in a non-choice situation, we should acknowledge that it’s a down 
payment on the next attack. Every dollar handed to ransomware gangs fuels their 
criminal economy, incentivizing them to strike again. The only real way to break the 
ransomware scourge is to invest in resilience.’ says CEO Mickey Bresman.”15 
_______________________________________________________________________________________
 

     This cyber-intelligence product is produced by David Swan. It is copyright David 
Swan 2025. This report is TLP:CLEAR16 and MAY be shared freely.

 To unsubscribe from this service send an email to DSC.Ops.Vulcan@gmail.com

13 Source: Help Net Security. Ransomware groups shift to quadruple extortion to maximize pressure
14 Source: The Register. As ransomware gangs threaten physical harm, 'I am afraid of what's next,' ex-

negotiator says
15 Source: beta News. Companies pay multiple ransoms as attackers step up threat levels
16 Definition TLP: CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
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