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    This cyber-intelligence product is a snapshot of selected cyber events. Collection of 
information is in accordance with clients’ guidelines. It contains 'observations', 
meaning headlines and links to online information. It MAY contain comments and 
analysis. It is copyright David Swan 2025. This report is TLP:CLEAR1 and MAY be 
shared freely.

    If this report does not meet your requirements, is in error or if you need additional 
information, contact David Swan at DSC.Ops.Vulcan@gmail.com

Cyber Intelligence: Have Cdn Govt Depts Been Hacked? 

    This report contains selected cyber-security information from 7th to 21st August 
2025. 

Synopsis

1. Russian hackers get busy again. WinRAR is used to attack Europe and Canada.  
NoName057(16) returns to harass Ukraine. Cyber attack on Norwegian dam was a 
‘demonstration’. A new Russian government hacking group has appeared. Ukraine 
hacks another Russian ISP. The PRC is now using AI-driven propaganda. Another PRC 
hacking group has been discovered hacking Taiwan. Pakistan’s CERT warns of Blue 
Ransomware attacks. Canadian Govt Departments   MAY   have Been Hacked  .

2.  It is our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs 
Israel, and the People’s Republic of China) are the most likely sources for the creation 
of next generation malware and/or a primary source of cyber attacks. This includes 
government funded hackers (military, intelligence and civilian employees), affiliated 
hackers (criminals and mercenaries), and volunteer ‘supporters’.  

Russia vs Ukraine

3. Russian Hackers Used WinRAR Hack Against Europe and Canada. Russian 
hackers ‘RomCom’ discovered and used a vulnerability in the compression program 
WinRAR as part of a cyberespionage campaign against Europe and Canada. The 
vulnerability allowed “an attacker to create specially crafted archives that cause 
WinRAR to extract files to a path defined by the attacker rather than the path 
specified by the user.” According to Cybersecurity firm ESET, the attacks “were 
conducted by a Russia-linked threat actor named RomCom (aka Storm-0978, Tropical 
Scorpius, and UNC2596). ... RomCom is known for conducting both cyberespionage 
and opportunistic cybercrime operations. ... The attacks were aimed at financial, 
defense, manufacturing, and logistics companies in Canada and Europe. ... The emails  
were highly targeted, suggesting that the attackers had conducted reconnaissance to 
increase their chances of success.”2 The archives were designed to deploy malware. 
According to ESET, no targets were compromised. 

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
Usage, Recipients may share this information without restriction. Information is subject to standard 
copyright rules.

2 Source: Security Week. Russian Hackers Exploited WinRAR Zero-Day in Attacks on Europe, Canada
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4. Ukraine Cyber Attacks Another Russian Service Provider. On August 11 
multiple sources reported a Ukrainian Intelligence cyber attack on the ‘Filanko Group’, 
“a large [Russian] Internet and hosting service provider with over 20,000 customers, 
including Beeline, MGTS, 24TV, and Russian security forces. 600 virtual machines, 24 
hypervisors, 800 terabytes of data, 11 physical servers, 74 disassemblers for remote 
data center monitoring and 12 terabytes of sensor data, 5 physical servers in the 
office and 5 terabytes of data on them were destroyed.”3 The attack also ‘zeroed out’ 
the crypto wallets in the company’s personal account. Websites of Datahouse and the 
their clients went down, including “Russian technology media outlets Mobile-Review 
and iXBT.com.”4

5. Attack on Norwegian Damn was a ‘Demonstration’. Norway’s Police Security 
Service (PST) chief Beate Gangås said “the attack [on April 7] aimed to showcase 
hacker capabilities, intending to influence and instill fear or unrest rather than cause 
destruction. ... a flood gate to release 500 liters of water per second for four hours 
before being stopped. ... ‘Over the past year, we have seen a change in activity from 
pro-Russian cyber actors,’ ‘The aim of this type of operation is to influence and to 
cause fear and chaos among the general population,’ ... ‘Our Russian neighbour has 
become more dangerous.’ ”5 The PST did not identify which Russian group was 
responsible. 

6. NoName057(16) returns to harass Ukraine. Hours before a meeting between 
Ukrainian President Volodymyr Zelensky and President Donald Trump, nearly a dozen 
Ukrainian government departments and agencies were hit by a wave of Distributed 
Denial of Service (DDoS) attacks. NoName also targeted major European iron ore 
producer and supplier Ferrexpo, one of Ukraine’s largest industrial firms.6 NoName 
posted their results on their Telegram channel. “It allegedly knocked the targeted 
websites offline in multiple distributed denial-of-service attacks (DDoS).” The day 
before August 17, “NoName also deployed DDoS attacks on several sensitive targets 
in Brussels, citing a Sunday meeting between Zelensky and Ursula von der Leyen, the 
head of the European Commission, which is headquartered in the Belgian capital. 
Targets included the nation’s Social Security Bureau and the International Center for 
Research and Information on Public, Social, and Cooperative Economics.”7

7. Discovered: New Russian Hackers ‘Curly COMrads’. Cyber security firm 
‘Bitdefender Labs’ has identified a new Russian hacker group it named ‘Curly 
COMrads. They have been observed attacking “judicial and government bodies in 
Georgia, as well as an energy distribution company in Moldova. ... The group's 
primary objective is to maintain long-term access to target networks and steal valid 
credentials. This allows them to move around the network, collect data, and send it 
out.” Among the groups tactics, they “strategically use compromised, but legitimate 
websites as traffic relays. This tactic complicates detection and attribution by 
blending malicious traffic with legitimate network activity.”8 Analysts Comment: The 

3 Source: militarnyi.com . Ukrainian Hackers Breach Major Russian Security Service Provider
4 Source: caliber.az . DDoS attack disrupts services at Russian hosting provider used by media
5 Source: Security Affairs. Norway confirms dam intrusion by Pro-Russian hackers
6 Source: SCWorld. Ukraine subjected to new pro-Russian DDoS attack spree
7 Source: cybernews. NoName targets Ukraine in spate of DDoS attacks before Trump-Zelensky meeting
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combination of cyberespionage targeting and sophistication infer this is a Russian 
government hacking group, very likely part of one of the Russian intelligence services. 

People’s Republic of China

8. PRC Using AI-driven Propaganda. Former NSA director Gen. Paul Nakasone, who 
heads Vanderbilt’s National Security Institute, said “We are seeing now an ability to 
both develop and deliver [propaganda] at an efficiency, at a speed and a scale we’ve 
never seen before.” He was describing the PRC enlistment of domestic [PRC] “AI firms 
to develop and run sophisticated propaganda campaigns that look far more lifelike 
than past public manipulation efforts.” Vanderbilt University researchers studied 
documents from one company, GoLaxy, and discovered they had “built data profiles 
for at least 117 sitting U.S. lawmakers and more than 2,000 other American political 
and thought leaders.” In addition, “GoLaxy also appears to be tracking thousands of 
right-wing influencers, as well as journalists. ... GoLaxy appears to operate in step 
with Beijing’s national security priorities, despite no public confirmation of direct 
government control. Researchers said the documents indicate the firm has worked 
with senior intelligence, party and military elements within China’s political 
structure.”9 GoLaxy uses “a propaganda dissemination system dubbed “GoPro” to 
spread content.” They have influence campaigns targeting Hong Kong and Taiwan.

9. New PRC Hacking Group Targets Taiwan Web Hosting Provider. Cisco’s cyber 
security unit, Talos, has identified a probable PRC hacking group who “recently broke 
into a Taiwanese web hosting provider to steal credentials and plant backdoors for 
long-term access.” This group has some ‘distinct’ tactics, techniques, and procedures, 
however their work “also targets Taiwan's critical infrastructure and overlaps with 
several Beijing-backed goon squads, including Volt Typhoon and Flax Typhoon.” Talos 
did not comment on what other organizations were compromised, nor other sectors 
targeted. “Talos declined to answer any of The Register's questions about the group's 
victims, size and scope of recent campaigns.”10 Talos did say “The group showed a 
particular interest in gaining access to the victim organization’s VPN and cloud 
infrastructure. It conducted a range of malicious activities in the compromised 
environment, including reconnaissance, credential extraction and setting up 
backdoored access.”11

Pakistan

10. Pakistan CERT Warning: Pakistan Under Attack. On August 11, the National 
Cyber Emergency Response Team (Pakistan CERT) issued a high-alert advisory to 39 
ministries and critical institutions, warning of “the targeting of Pakistani entities by 
the BlueLocker ransomware. According to the advisory, the BlueLocker ransomware 
poses an extremely severe threat. It is targeting Windows-based desktops, laptops, 
servers, networks, and cloud storage.”12 The warning was widened “after a sharp rise 

8 Source: Bitdefender. Curly COMrades: A New Threat Actor Targeting Geopolitical Hotbeds
9 Source: NextGov. Researchers detail new ‘gray zone conflict’ in AI-driven Chinese propaganda
10 Source: The Register. Typhoon-adjacent Chinese crew broke into Taiwanese web host
11 Source: Infosecurity-magazine. Chinese APT Group Targets Web Hosting Services in Taiwan
12 Source: Times of Karachi. CERT warns 39 ministries in Pakistan of severe BlueLocker cyber attack
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in malicious online activities.” Targeting had expanded to include “individuals, 
businesses, and government portals” and attack them with “phishing campaigns, set 
up fake websites, spread malware, and infiltrate networks.”13 Analysts Comment: The 
most probable attackers are pro-Indian hackers.

11. Pakistan based Malware Syndicate. Researchers at cybersecurity firm 
CloudSEK have identified “a Pakistan-based malware syndicate carrying out 
infostealer attacks on millions of victims worldwide. The group commands a sprawling  
network of operators, affiliates, and infrastructure ... adding up to a multi-million-
dollar cyber crime business.” CloudSEK “suggested the group could be a multi-
generational, family-run cyber crime outfit. ... The group lures its victims in through 
Search Engine Optimization (SEO) poisoning and spam posted on legitimate online 
forums. Alongside this, the operators also ran paid ads through legitimate traffic 
services to drive even more users to malicious domains.”14

Canada’s House of Commons Hacked: Secondary Issues

12. Canadian media are reporting there is an internal email warning that the Canadian 
House of Commons network has been hacked. The Government of Canada (GoC) has 
not yet admitted what software or systems were hacked, saying only that data on 
“government employees,” and “information used to manage computers and mobile 
devices”15 was compromised. It is highly probable that the compromised systems are 
Microsoft Exchange and/or Microsoft Sharepoint, as both are integral to GoC 
operations and both have known security issues. The PRC has major ongoing cyber 
campaigns against both. Although Microsoft has released patches for both software 
suites, many large organizations have been slow to install the patches, with Bleeping 
Computers reporting 29,000 unpatched Exchange servers, globally.16 Worse, Microsoft 
has recently had a poor success rate producing effective patches for their software. 
Lastly, attacks on enterprise systems such as Exchange and Sharepoint are usually 
part of a cyber campaign designed to compromise multiple systems.

14. Analysts Recommendation: Given the Canadian government’s track record for not 
hiring enough skilled network administrators, we recommend minimal use of GoC 
Microsoft Exchange and Microsoft Sharepoint until networks are certified 'secure'.17

_________________________________________________________________________________________________________________________________________________

     This cyber-intelligence product is produced by David Swan. It is copyright David 
Swan 2025. This report is TLP:CLEAR18 and MAY be shared freely.

 To unsubscribe from this service send an email to DSC.Ops.Vulcan@gmail.com

13 Source: Techjuice. Pakistan Cybersecurity on High Alert as Hackers Ramp Up Attacks
14 Source: ITPro. Warning issued as new Pakistan-based malware group hits millions globally
15 Source: CBC. House of Commons hit by cyberattack from 'threat actor': internal email
16 Source: Bleeping Computers. Over 29,000 Exchange servers unpatched against high-severity flaw
17 Source: DSC. Possibility of Canadian Government Departments Being Hacked
18 Definition TLP: CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
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