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Cyber Intelligence Report: ‘Salt Typhoon’ and Friends Are Busy

    This report contains selected cyber-security information from 22nd August to 4th 
September 2025. 

Synopsis

1. PRC hackers have been busy. ‘Salt Typhoon’ has escalated their operations: there’s 
a new ‘web hijack’ campaign, a linked hacker group, and ‘Murky Panda’ is targeting 
cloud networking and storage. Microsoft stops giving expoits to the PRC  .   Russian 
hackers continue to attack old Cisco devices and increase GPS jamming. A Russian 
criminal hacker group is getting nastier in their attacks on enterprise cloud 
infrastructure. A Pakistani cyber-espionage hacking group is attacking the Indian 
government. A U.S. Congressman wants ‘Letters Of Marque’ for cyber privateers. 

2.  It is our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs 
Israel, and the People’s Republic of China) are the most likely sources for the creation 
of next generation malware and/or a primary source of cyber attacks. This includes 
government funded hackers (military, intelligence and civilian employees), affiliated 
hackers (criminals and mercenaries), and volunteer ‘supporters’.  

People’s Republic of China

3.  Salt Typhoon Update. U.S. Intelligence organizations have continued to 
investigate the efforts of the PRC’s ‘Salt Typhoon’ hacking group. “Salt Typhoon 
breached major telecom carriers in a global, multi-year espionage operation. ... 
Additional discoveries about its scope and scale have trickled out over the past year.” 
Discovery did not stop the PRC’s campaign. “The hackers are ‘targeting networks 
globally, including, but not limited to, telecommunications, government, 
transportation, lodging and military infrastructure networks,’ the advisory says. ... a 
confirmed expansion of the campaign that appears to have moved beyond standard 
communications networks.”2 More than eighty countries have been targeted, with 
cyber and law enforcement agencies from thirteen countries releasing a joint security 
alert.

4.  “Salt Typhoon is a persistent actor. Even if one method of access is thwarted, they 

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
Usage, Recipients may share this information without restriction. Information is subject to standard 
copyright rules.

2 Source: NextGov. Salt Typhoon hackers targeted over 80 countries, FBI says
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are going to keep trying to get in. ... While these actors focus on large backbone 
routers of major telecommunications providers, as well as provider edge (PE) and 
customer edge (CE) routers, they also leverage compromised devices and trusted 
connections to pivot into other networks,’ the US and its allies warned. ‘These actors 
often modify routers to maintain persistent, long-term access to networks.’ ” The 37 
page advisory warns that more than 600 organizations were targeted across the 80 
countries. Cybersecurity company ‘CrowdStrike’ is warning that Salt Typhoon “has 
escalated its cyberespionage across government, tech, academic, legal and 
professional services in North America over the first half of 2025.”3

5.  PRC’s Newest Hackers, ‘Murky Panda’. ‘CrowdStrike’ is warning of a PRC-nexus 
cyber espionage group they call ‘Murky Panda’. A distinctive characteristic of ‘Murky 
Panda's’ tradecraft is their hacking of trusted cloud providers, “exploiting zero-day 
vulnerabilities to breach software-as-a-service (SaaS) providers' cloud environments 
and conduct lateral movement to downstream victims.” The warning continued: "The 
adversary has also shown considerable ability to quickly weaponize N-day and zero-
day vulnerabilities and frequently achieves initial access to their targets by exploiting 
internet-facing appliances."4 By appliances CrowdStrike means Firewalls, Routers and 
switches that are exposed to the Internet. Some security organizations link ‘Murky 
Panda’ to ‘Salt Typhoon’.

6.  Warning: State-Backed Attack In Progress. On August 25, Google’s Threat 
Intelligence Group warned customers of a suspected state-backed attack. They 
observed a web traffic portal hijack being used to deliver malware disguised as an 
Adobe Plugin update. The hijacked portal, or login page, redirects the user to fake 
pages that advise downloading security updates, which are malware. Google’s team 
believes “the campaign is the work of a Chinese threat actor known as UNC6384 and 
associated with another group named TEMP.Hex – aka Mustang Panda/Silk 
Typhoon/Hafnium.” Google was so confident of the analysis “it sent government-
backed attacker alerts to all Gmail and Workspace users impacted by this campaign.”5

7.  Microsoft Stops Sharing Exploit Information With PRC. On August 22, 
Microsoft announced they were no longer “giving Chinese firms proof-of-concept 
exploit code through its Microsoft Active Protections Program (MAPP) program”. This 
follows “July’s mass exploitation of SharePoint flaws, believed linked to a leak of early 
bug disclosures. Instead, firms in countries requiring vulnerability reporting to 
governments, including China, will now only receive general written descriptions.”6 
Microsoft says they are aware of the potential for the shared information to be abused. 
Microsoft spokesperson David Cuddy said “MAPP has begun limiting access to 
companies in ‘countries where they're required to report vulnerabilities to their 
governments,’ including China.”7

3 Source: The Register. If you thought China's Salt Typhoon was booted off critical networks, think again
4 Source: The Hacker News. Chinese Hackers Murky, Genesis, and Glacial Panda Escalate Cloud and 

Telecom Espionage
5 Source: The Register. Google issued ‘State-backed attack in progress’ warnings after spotting web hijack 

scheme
6 Source: Microsoft. After SharePoint attacks, Microsoft stops sharing PoC exploit code with China
7 Source: The Register. Microsoft reportedly cuts China's early access to bug disclosures, PoC exploit code
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8.  Some multi-national corporations have a history of making questionable security 
decisions. For example, Microsoft sold Windows source code (how the operating 
systems works) for Windows XP, Windows 2000 and Windows Server 2000 to Russia in 
2002. In 2010 this agreement was expanded to include source code for Windows 7, 
Windows Server 2008 R2, SQL Server and Office 2010. Analysts Comment: Multi-
national corporations, regardless of their ‘home nation’, can not be relied upon to 
make decisions that protect their ‘home’ and allied nations. It should be obvious that 
sharing the same data8 used by your home nation (in this case the U.S.) with nations 
that are fundamentally opposed to it could cause security problems.9 Apple has long 
been suspected (and denied) having a ‘sweetheart deal’ with the PRC.

Russia

9.  Old Hack, Still Working and Being Used. Active since 2015, Russian hacking 
group ‘Static Tundra’ “predominantly targets organizations in telecommunications, 
manufacturing, and higher education across the United States, Ukraine, and other 
countries.” The group targets “end-of-life Cisco devices that remain unpatched 
against ... a security flaw discovered seven years ago.”10 PRC Hackers ‘Salt Typhoon’ 
also targets the same equipment. “The vulnerability allows attackers ... to crash the 
router and then run custom malicious code that installs a custom-made backdoor 
known as SYNful Knock.” This was “one of the first custom-made Cisco implants that 
modified the device firmware to add reboot persistence and allow intruders to return 
any time they wanted. ... The group had basically gone dormant around 2022, after 
the US Justice Department charged four members and formally linked its operations to  
FSB Center 16.” According to the report in ‘Risky Biz’, ‘Static Tundra’ is back in 
business doing “nothing and a lot at the same time. Same old exploits over and over 
again, because people don't patch their s**t and the same decade-old backdoor still 
works just fine.”11

10.  Russia Jams GPS On European Commission President’s Aircraft. “A jet 
carrying [European Commission President] von der Leyen to Plovdiv on Sunday 
afternoon ... lost GPS near Plovdiv ... while on approach to the city’s airport. ... 
Bulgarian authorities confirmed the plane’s GPS signals were neutralized, and air 
traffic control provided alternative landing guidance. ... The whole airport area GPS 
went dark. ...  Bulgarian authorities say they suspect that this was due to blatant 
interference by Russia. The European Commission said ‘threats and intimidation are a 
regular component of Russia’s hostile actions’ and that the incident would reinforce 
its commitment to “ramp up our defence capabilities and support for Ukraine’.”12 The 
EU is planning to increase the number of GPS satellites in low earth orbit ‘for 
robustness and to ‘enhance interference detection’.13 

8 Source: ZDNet. Microsoft opens source code to Russian secret service. 
9 Source: ZDNet / Los Angeles Times. Microsoft Opens Windows to China
10 Source: Security Magazine. Russia-Sponsored Cyber Attack Campaign Targets Networking Devices, Critical 

Infrastructure
11 Source: Risky Biz. Risky Bulletin: A decade later, Russian hackers are still using SYNful Knock, and it's still 

working
12 Source: Security Affairs. Von der Leyen’s plane hit by suspected Russian GPS Jamming in Bulgaria, landed 

Safely
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11.  Russian Criminal Hackers Getting Nastier. Microsoft Threat Intelligence is 
warning a Russian criminal hacking group ‘Storm-0501’ is targeting hybrid cloud 
environments, “rapidly exfiltrating large volumes of data, destroying data and 
backups, ... and demanding ransom—all without relying on traditional malware 
deployment.”14 “The hackers broke into a large enterprise's on-premises and cloud 
environments, ... compromised Active Directory environments ... escalating privileges 
on hybrid and cloud identities to gain global admin-level privileges before implanting 
backdoors and, ... deploying ransomware. ... ultimately exfiltrating and destroying 
data within the org's Azure environment. The criminals then contacted the victim via 
a Microsoft Teams account that they'd also compromised in the attack, demanding a 
ransom payment for the stolen files.”15 

Pakistan vs India

12.  Pakistani Hackers ‘Transparent Tribe’ Target Indian Government. Pakistani 
hacking crew Transparent Tribe, also called APT36, “has been observed targeting both 
Windows and BOSS (Bharat Operating System Solutions) Linux systems with malicious  
Desktop shortcut files in attacks targeting Indian Government entities.” The attacks 
start with ‘spear-phishing’ emails that contain weaponized ‘.desktop’ shortcut files. 
Once clicked on, malware is downloaded and executed. The objective is “data 
collection, long-term access, credential harvesting, and potentially lateral 
movement.”16 The targets of the campaign are Indian defense organizations and 
related government organizations. Analysts Comment: DSC assesses Transparent Tribe 
as a Pakistani government hacking group.

13.  Authorizing Cyber Privateers? An Arizona Republican has introduced a bill in 
the U.S. Congress to authorize the President to issue letters of marque. “The text of 
the bill gives the President the authority to issue letters of marque and reprisal 
against anyone they determine ‘is a member of a criminal enterprise or any 
conspirator associated with an enterprise involved in cybercrime who is responsible 
for an act of aggression against the United States’." 17  
_______________________________________________________________________________________
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13 Source: The Register. Europe Putin the blame on Russia after GPS jamming disrupts president’s plane
14 Source: Microsoft. Storm-0501’s evolving techniques lead to cloud-based ransomware
15 Source: The Register. The intruder is in the house: Storm-0501 attacked Azure, stole data, demanded 

payment via Teams
16 Source: The Hacker News. Transparent Tribe Targets Indian Govt With Weaponized Desktop Shortcuts via 

Phishing
17 Source: The Register. Congressman proposes bringing back letters of marque for cyber privateers
18 Definition TLP: CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definitions and 
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