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shared freely.
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Cyber Intelligence: Is Russia Waging An Undeclared War?

This report contains selected cyber-security information from 19" September to 2™
October 2025.

Synopsis

1. European leaders are starting to describe Russian cyberattacks as part of a ‘hybrid

war’. Two Russian hacker groups are dmlb_leimngﬁlgtajnﬁnim_e_ts Ukraine hacks
Russian regional airline, and

again. Three PRC cyber-espionage hacking groups have been identified targeting:

, RedNovember hacks classic intelligence targets, and
‘Phantom Taurus’ targets governments and telecoms. ‘Scattered Spider’, or ‘the Con’
is back and | have some Good News and some Bad News.

2. Itis our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs
Israel, and the People’s Republic of China) are the most likely sources for the creation
of next generation malware and/or a primary source of cyber attacks. This includes
government funded hackers (military, intelligence and civilian employees), affiliated
hackers (criminals and mercenaries), and volunteer ‘supporters’.

Russia’s Hybrid Warfare

3. When Is War ‘War’? On Monday, 29 September, “The former head of MI5 says
hostile cyberattacks and intelligence operations directed by The Kremlin indicate the
UK might already be at war with Russia. ... ‘It's a different sort of war, but the hostility,
the cyberattacks, the physical attacks, intelligence work, is extensive’. ” She
described the cyberattacks as “part of a campaign directed at governments, tech
firms and logistics suppliers which have been aiding Ukraine. ... Wider Russian state-
backed cyberattacks have been zeroing in on organizations in the west for years -
while it's also been suggested that Russian-based ransomware gangs and other cyber
criminals work closely with Moscow's intelligence services."?

4. “"Romania is one of the recent stark examples of the Kremlin’s application of
modern hybrid warfare tools. In December 2024, the country’s constitutional court
annulled the 2024 presidential election after the country’s intelligence services
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confirmed Russian interference via fake social media accounts and cyberattacks on
election systems. The Kremlin’s application of hybrid tools persisted into 2025, with
evidence existing of pro-Russian hacker groups launching coordinated cyberattacks
targeting the country’s foreign ministry, constitutional court, and presidential
campaign websites to undermine the democratic process in the country.”

5. The range of cyberattacks is broad. Even if we discount cyberattacks specifically
related to Ukraine such as:

+ Attacks on satellite ground stations, and the attacks on StarLink systems,

« The largely nuisance Distributed Denial of Service (DDoS) attacks from
‘Russian Patriotic hacker groups’ such as NoName057(16) as well as,

* Cyber-espionage attacks on embassies and diplomats.

There have been numerous destructive attacks across Western Europe such as the
sabotage of French Internet fiber-optic nodes*, and the hack of control systems on a
Norwegian dam?®. Stated another way, some Russian attacks are designed to destroy
equipment and have lasting real-world effects.

6. Other hybrid attacks such as the physical attacks are numerous: “In the past two
years, at least 11 cables, including a gas pipeline, have been cut in the Baltic,
according to Finnish police, primarily in the waters off Finland."® In Poland “the
pattern of attacks began in May 2024 with the destruction of “Marywilska 44,” a
commercial complex employing 3,000 people—later confirmed as Russian-sponsored
arson. ... The many incidents that followed are described as: almost always near, if
not directly targeting, critical and military infrastructure.”’” Following the drone attacks
on Copenhagen Airport, the Danish Prime Minister Mette Frederiksen told reporters
that "from a European perspective there is only one country... willing to threaten us
and that is Russia, and therefore we need a very strong answer back"... At broader
European Political Community summit German Chancellor Friedrich Merz said "We are
not at war, but we are no longer at peace either. We must do much more for our own
security,"®

7. Analysts Comments: Russian cyberattacks can not be dealt with through
conventional means. Law Enforcement has no means to reach into Russia to prosecute
hackers. Russian based hackers have no incentive to negotiate or ‘be reasonable’ as
Russia believes they are at war. The probability of Russian cyberattacks designed to
be destructive is likely to very likely (60-89%).

Russia vs Ukraine

8. Russia ‘Double-Teaming’ Ukrainian Targets. Two Russian hacking groups
‘Gamaredon’ and ‘Turla’ have been observed collaborating to target Ukrainian
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computers and deliver the ‘Kazuar’ backdoor. Gamaredon (aka Aqua Blizzard and
Armageddon) and Turla (aka Secret Blizzard and Venomous Bear) are assessed to be
affiliated with the Russian Federal Security Service (FSB). Both groups are known for
their attacks on Ukraine. Slovak cybersecurity company ESET said malware unique to
each group was identified in multiple cyberattacks. "We now believe with high
confidence that both groups ... are cooperating and that Gamaredon is providing
initial access to Turla," ESET researchers said.®

9. Russian Airline Krasnoyarsk Hacked. On 19 September (Russian airline)
Krasnoyarsk Regional Airlines (KrasAvia) confirmed a ‘sophisticated cyberattack’. The
airline’s web portal and associated back-end systems, including the Passenger Service
System (PSS) and flight planning applications were forced offline. The airline was
forced to switch to manual check-ins and flight management.'°

10. Ukrainian Intelligence Hacks Russian Banking System (Again). On 25
September “Ukraine’s military intelligence (HUR) said ... it hacked Russia’s “System of
Fast Payments” (SBP) - a platform widely used for instant money transfers. Described
as a large-scale distributed denial-of-service (DDoS) attack, it also hit the provider
TransTeleCom. ... Preliminary estimates put the financial damage from the disruption
at up to $30 million ... Moscow has not publicly commented on the reported incident,
and the scale of the disruption could not be independently verified.”*!

People’s Republic of China (PRC)

11. PRC Hackers Hack UNC5221 Enterprise Networks. Google’s Threat
Intelligence Group and Mandiant have identified a PRC hacking group, UNC5221, that
is hacking and lurking in enterprise (corporate) networks for an average of 393 days.
The group loads a ‘backdoor’ called ‘BRICKSTORM’ “on appliances that do not support
traditional endpoint detection and response (EDR) tools. This means that victim
organization’s security teams aren't receiving any EDR alerts about suspicious
activities.” Mandiant Consulting Chief Technology Officer Charles Carmakal warns "the
important thing to focus on is this group is scaling [up] their capabilities."*?

12. ‘RedNovember’, A New PRC Cyber-Espionage Hacking Group. Cyber
security firm ‘Recorded Future’ has identified a PRC hacking group targeting security
flaws in several internet-facing perimeter appliances from Check Point (CVE-2024-
24919), Cisco, Citrix, F5, Fortinet, lvanti, Palo Alto Networks (CVE-2024-3400), and
SonicWall for initial access. They are targeting “government and private sector
organizations, including defense and aerospace organizations, space organizations,
and law firms.” Recent victims include “a ministry of foreign affairs in central Asia, a
state security organization in Africa, a European government directorate, and a
Southeast Asian government. The group is also believed to have breached at least
two United States (U.S.) defense contractors, a European engine manufacturer, and a
trade-focused intergovernmental cooperation body in Southeast Asia.” ‘Recorded
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Future’ calls this hacking group ‘RedNovember’. They describe the group as
“historically targeted a diverse range of countries and sectors, suggesting broad and
changing intelligence requirements, ... primarily focused on several key geographies,
including the U.S., Southeast Asia, the Pacific region, and South America."*?

13. The PRC’s ‘Phantom Taurus’ Targeting Email Servers. ‘Phantom Taurus’ has
been identified as an Advanced Persistent Threat (APT) targeting email servers,
exfiltrating “messages of interest” and database data from organizations in Africa, the
Middle East and Asia. The group targets “diplomatic communications, defense-related
intelligence and the operations of critical governmental ministries.”**

Scattered Spider

14. Good News. More ‘Scattered Spider’ Members arrested. “The Las Vegas
Metropolitan Police Department arrested on September 17 a suspected Scattered
Spider member linked to attacks on Las Vegas casinos for computer intrusion,
extortion, and identity theft.”*> The attacks occurred between August and October
2023 when cyberattacks crippled casino operations. Already charged with hacking:
the London transport system, retailers Marks & Spencer and Harrods, and the British
food retailer Co-op Group, charges were laid for the attacks on Las Vegas casinos.®

15. Bad News. Three hacker groups have merged. Instead of ‘retiring’, ‘Scattered
Spider’ has merged with hacker groups Lapsu$$ and ShinyHunters. The new group
calls itself the “Trinity of Chaos’. They have started a surge of private extortion
attacks. “’Resecurity’ [a cyber security firm] analysts warn that only now are new
victims and incidents coming to the surface. ... The group [is] leveraging its notoriety
to coerce companies into silence—the full extent of compromised data across the
Fortune 100, financial services, technology, aviation, retail, and auto sectors is just
beginning to emerge.”*” The groups have reorganized, utilizing each groups strengths
to attack victims more effectively. Note: Many members of these groups admire and
generally follow the lead of Russian criminal hackers.
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