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Cyber Intelligence: PRC, The Top Hacking Threat Globally?
This report contains selected cyber-security information from 3™ to 16" Oct 2025.

Synopsis

1. Former head of the NSA warns the PRC is hacking critical infrastructure. During the
last two weeks, reported PRC hacker activity included: aI!:a_chm_g_a_S_QI:b_@_n_AxLLaILo_n_
Agency, reworking monitoring tools into malware, hacking law firms, a new espionage_

campaign, a campaign that hacked ArcGIS (map servers), and the hack of a Russian IT
service provider. A Beijing research company has been identified as a ‘front’ for PRC

‘State Security’. PRC researchers are using artificial intelligence to learn how to_
conduct mass surveillance. Russian hackers continue to be busy: Romania published a
report on Russian hybrid attacks, Russia has tripled its cyber attacks on Poland, and
pro-Russian hackers celebrate October by increasing their attacks.

2. Itis our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs
Israel, and the People’s Republic of China) are the most likely sources for the creation
of next generation malware and/or a primary source of cyber attacks. This includes
government funded hackers (military, intelligence and civilian employees), affiliated
hackers (criminals and mercenaries), and volunteer ‘supporters’.

How Severe Is The Cyber Threat From The People’s Republic of China?

3. Warning From Former Head of NSA. Speaking to CBS ‘60 Minutes’, retired
U.S.A.F. and former head of the National Security Agency (NSA) General Tim Haugh
described the People’s Republic of China’s (PRC) penetration into American critical
infrastructure. He warns that the PRC is penetrating every network it can so that it has
the ability to warn America off in the event of a major conflict. Analysts Comment: We
consider this a ‘must watch’ at thirteen and a half minutes. Our tracking indicates the
PRC is hacking every nation, including those it considers ‘allied’ or ‘friends’. The
General’s warning is applicable to all countries, in particular western nations that the
PRC considers hostile or a threat.

1 Definition TLP:CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.
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4. The General inferred in his interview that PRC hackers were targeting anything they
can — from stealing Intellectual Property (IP), to acquiring personal information, to
gaining access to critical infrastructure. Here are some newly discovered PRC cyber
activity from the last two weeks that support the General’s argument.

* PRC Hacking Campaign Targets Serbian Aviation Agency. Cybersecurity
analysts from multiple cyber security companies have identified the cyber
attacks on a Serbian aviation agency as originating with PRC state-backed
hackers. The malware tools used in the attack are associated almost
exclusively with PRC hackers. “Further analysis uncovered similar malicious
activity in Hungary, Belgium, Italy and the Netherlands."?

* More ‘Fronts’ To PRC State Security Identified. Researchers from the
‘Insik Group’ have linked a number of PRC organizations with the Ministry of
State Security (MSS). Their assessment is that “The Beijing Institute of
Electronics Technology and Application (BIETA), a communications technology
and information security research organization’... and its subsidiary, Beijing
Sanxin Times Technology Co., Ltd. (Clll), research, develop, import, and sell
technologies that almost certainly support intelligence, counterintelligence,
military, and other missions relevant to China’s national development and
security. Their activities include researching methods of steganography that
can likely support covert communications (COVCOM) and malware
deployment; developing and selling forensic investigation and
counterintelligence equipment; and acquiring foreign technologies for
steganography, network penetration testing, and military communications and
planning.” Analysts Comment: Stated another way, these organizations
develop technology to hack networks, telecommunications and hide
communications, including hiding malware.

* PRC Hackers ReWork Monitoring Tool Into Malware. Cybersecurity
company Huntress observed that PRC hackers “have turned a legitimate open-
source monitoring tool called Nezha into an attack weapon, using it to deliver a
known malware called GhOst RAT to targets. ... This allowed the threat actor to
control the web server using ANTSWORD, before ultimately deploying Nezha,
an operation and monitoring tool that allows commands to be run on a web
server, ... the intrusion is said to have likely compromised more than 100
victim machines, with a majority of the infections reported in Taiwan, Japan,
South Korea, and Hong Kong.">

* PRC Targeting Law Firms. Prominent Washington, DC-based law firm,
Williams & Connolly, said “state-sponsored hackers breached some of its
systems and gained access to attorney email accounts.” The firm “is known for
representing political figures and government officials, including Barack
Obama and the Clintons, as well as major companies such as Intel, Samsung,
Google, Disney, and Bank of America. ... The New York Times learned that

3  Source: The Record. t hin r spies target rbian aviation
4 Source: Recorded Future. BIETA: A Technol Enablement Front for China's M
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Chinese hackers targeted Williams & Connolly, along with other law firms."®
The firm claims the breach was limited with no client data being stolen.

* New PRC Espionage Campaign. A series of spear-phishing campaigns
targeting North America, Asia, and Europe have been tracked to a PRC hacking
group codenamed UTA0388. The spear phishing attacks are described as
‘sophisticated’” and originating from “senior researchers and analysts from
legitimate-sounding, completely fabricated organizations.”” The targets are
other researches and academics. The malware is codenamed GOVERSHELL and
appears to be designed for cyber espionage.

* PRC using Al To Automate Surveillance. OpenAl has banned ChatGPT
accounts believed to be linked to the PRC. It believes the PRC is attempting to
use “Al models to surveil individuals and social media accounts. ... What we
saw and banned in those cases was typically threat actors asking ChatGPT to
help put together plans or documentation for Al-powered tools. ... One China-
linked cluster that we investigated, for example, used ChatGPT to draft
phishing lures and then explored another model, DeepSeek, to automate mass
targeting. ... Similarly, a set of suspected and now-banned Russian accounts
used ChatGPT to generate video prompts for an influence operation dubbed
Stop News, but then attempted to use other companies' Al tools to produce the
videos that were later posted on YouTube and TikTok."®

* PRC Hacking Group ‘Flax Tycoon’ Used ArcGIS To Access Servers.
“Researchers at ReliaQuest say ... Flax Typhoon ... modified a legitimate
ArcGIS® server object extension (SOE) to act as a web shell, giving them long-
term, near-invisible access. By exploiting ArcGIS’ extensibility features while
avoiding traditional, signature-based malware, Flax Typhoon embedded itself
so deeply that even restoring systems from backups simply reinstalled the
implant. ... Once inside, the attackers used the malicious ArcGIS extension to
maintain access and issue remote commands ... all while avoiding known,
signature-based malware.”*°

* PRC Hackers ‘Jewelbug’ Hacks Russian IT Service Provider. “The
attackers infiltrated build systems and code repositories, laying the
groundwork for a potential software supply chain compromise. ... The attackers
specifically targeted high-value assets stored on build servers, indicating an
espionage-driven objective focused on source code and proprietary software
updates.”

5. Analysts Comment: It is difficult to convey the scale and malice of the hacking
activity by the PRC, as they do not make sense to conventional western thinking. For a
GeoPolitical understanding of the People’s Republic of China, we recommend you start

6 Source: Security Week. Chin Hackers Breached Law Firm William nnolly via Zero-D
7

Source: The Hacker News. From HealthKick to GOVERSHELL: The Evolution of UTA0388's Espionage
Malware

8 Source: The Register. nAl ban t hin nt ing ChatGPT to plan surveillan

9 GIS is mapping software also called geomatics software. It is used for mapping and spacial analysis.

10 Source: The Register. Chinese gang used ArcGIS as a backdoor for a year - and no one noticed
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by reading ‘SAC Notes’, part of ‘Dispatches’ produced periodically by the Royal United
Services Institute of Nova Scotia. You can subscribe to Dispatches at:

RUSINovaScotia@gmail.com

Russia

6. Romania Documents Russian Hybrid Attack. President Nicusor Dan presented
a report titled, “Analysis on the Hybrid War Waged by the Russian Federation Against
Romania”, to European leaders. “The main conclusion of the report is that an
extensive disinformation infrastructure coordinated by the Russian Federation has
been used since 2022 to create an anti-system perception, which was then shaped in
key contexts such as the 2024 presidential elections. The report notes that this
infrastructure operated on four levels: cyberattacks, covert destabilizing actions,
political subversion, and disinformation and propaganda. ... In 2024 alone, Romania
faced 27 million cyber events, with more than 85,000 attacks taking place during the
presidential elections. These attacks originated from 33 countries. During the
elections, login credentials of employees from the Permanent Electoral Authority and
the Central Electoral Bureau were compromised and published on Telegram or hacker
forums. Entities from the Russian Federation also attempted to take control of around
10,000 surveillance cameras across five countries, including Romania.”*!

7. Russia Has Scaled Up Its Cyber Attacks On Poland. Poland’s Minister of Digital
Affairs, Krzysztof Gawkowski said, “Russian military intelligence had trebled resources
dedicated to hostile operations against Poland in 2025. ... Poland had identified
170,000 cyber incidents in the first three quarters of the year, with a significant share
linked to Russian actors and the remainder largely financially motivated. According to
the minister, national systems are confronted with between 2,000 and 4,000 cyber
incidents daily. Of these, roughly 700-1,000 are deemed serious enough to require
action because they pose a real threat or could lead to severe consequences.”

8. Pro-Russian Hackers Celebrate Anniversary of Attack On Ukraine With
More Attacks. “Data from Radware reveals that between October 6 and 8, 2025,
more than 50 DDoS attack claims were posted online over 14 times the daily average
recorded during September.”*? The telementry indicated most attacks lasted less than
20 minutes, indicating symbolism rather than persistent attacks. Government portals,
financial institutions and online commerce platforms were targeted.
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