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Cyber Intelligence: Pro-Palestinian Hackers Attack Satellites

This report contains selected cyber-security information from 28™ November to 11
December 2025.

Synopsis

1. Hackers increased attacks on satellites and space industries during the Gaza
conflict. Hackers leverage attacks on ‘React’ software. PRC and North Korean_
government hackers joined attack on ‘React’. Another major PRC hacking campaign_
discovered, and a new PRC hacking team ‘WARP PANDA’ identifi PRC makes cyber
attacks personal. S_Qm_e_BBC_sIu_d_enIs_mﬁ;Lb_e_gmLemm_enLha_cheﬁ

2. It is our assessment that the three major cyber conflicts, (Russia vs Ukraine, Iran vs
Israel, and the People’s Republic of China) are the most likely sources for the creation
of next generation malware and/or a primary source of cyber attacks. This includes
government funded hackers (military, intelligence and civilian employees), affiliated
hackers (criminals and mercenaries), and volunteer ‘supporters’.

CyberWarfare In Space

3. Cyber Attacks On Satellites Ramped Up During the Conflict In Gaza. The
Center for Security Studies (CSS) at ETH ZUrich reports that during the Israel-lran
conflict (read Gaza conflict) there were 237 cyber operations that targeted the space
sector between January 2023 and July 2025. Attacks peaked in June 2025 when there
were 72 attacks. “All but one of the threat actors identified in the space sector were
pro-Palestinian groups. ... Hacktivists targeted 77 different space organizations or
companies during the Gaza conflict. Rafael, the Israeli military technology company
Elbit Systems and the ISA were the most targeted, but international bodies such as
the United States’ National Aeronautics and Space Administration (NASA) were also
included. ... More than 70 per cent of the cyber attacks in space were denial-of-
service attacks (DDoS), which flood a website with cyberattacks so that a machine or
network is overwhelmed and crashes for its users. ... The other types of attacks
conducted were data leaks, intrusions, and data breaches. ... ‘Cyber operations
against the space sector are now part of a general trend during armed conflicts’”? the
report read, comparing the pattern to similar activity seen during Russia’s most recent
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invasion of Ukraine.

4. Analysts Comments: We have read a number of reports that talk about cyber
attacks on satellites. A few reports suggest that the ground-link was DDoSed
effectively jamming communications with the satellite. There have been reports that
alluded to attacks on satellite’s system, however no details were provided. The
problem with civilian satellite systems is that many of the legacy / older satellites
were not designed with secure communications. Also, many engineering teams did
not consider that hackers might attempt to take control of satellites or their sub-
systems. We have not found any documentation of the percentage of satellites that
are vulnerable, but it seems likely that there are insecure satellite constellations in
orbit.

The ‘React’ Compromise

5. At Least 77,000 IPs Vulnerable. An initial count by the ‘Shadowserver
Foundation’ found at least 77,000 websites (with unique addresses or IPs) vulnerable
because of the React2Shell vulnerability in ‘React’ software. ‘React’ is a free and Open
Source JavaScript library used to power millions of websites, and is utilized by many
popular online services (for example: Airbnb and Netflix). Its core packages are
downloaded 60 million times a week.? Cyber Security company ‘Censys’ said: “it had
observed over 250,000 instances of React, Waku, React Router, Next.js, and
RedwoodSDK that could be vulnerable. Nearly 70,000 instances are in the United
States, followed by China (30,000), Germany (25,000), and India (13,000). ... Cloud
security giant Wiz reported that 39% of the cloud environments it monitors include
vulnerable React or Next.js versions."”*

6. PRC and North Korean Government Hackers Attack React2Shell. Hackers
from the PRC and North Korea rapidly began exploiting the ‘React2Shell’ flaw. AWS
Security (or Amazon security) “observed exploitation attempts in AWS MadPot coming
from infrastructure tied to China-linked groups Earth Lamia and Jackpot Panda.” This
s “exploitation activity from IP addresses and infrastructure historically linked to
known China state-nexus threat actors.” This was followed by hacker teams from
North Korea exploiting the React2Shell flaw to “deliver a previously undocumented
remote access trojan dubbed EtherRAT.” EtherRAT combines hacking tools and
methodology from at least separate hacking groups to “leverages Ethereum smart
contracts for command-and-control (C2) resolution, deploys five independent Linux
persistence mechanisms, and downloads its own Node.js runtime from nodejs.org,"®
All of this activity has been conducted within days of the exploit being published.

Broadside Malware Campaign

7. The newly identified Mirai-based Broadside botnet has been “targeting vulnerable
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digital video recorder (DVR) products from TBK Vision in a campaign that could pose
a significant threat to the maritime logistics sector (Merchant Ships, Ports and
Warehouses). An exploit was disclosed in April 2024. Kaspersky said in early June that
there had been over 50,000 exposed DVR devices, with infections in China, India,
Egypt, Ukraine, Russia, Turkey, and Brazil. A few weeks later, Fortinet warned of a
surge in exploitation attempts, attributed to the Condi, Fodcha, Mirai, and Unstable
botnets. Now, Cydome says the Broadside botnet has joined the fray, targeting
vulnerable devices to execute a mass loader script directly into their memory.” Among
many other capabilities, the malware “attempts to harvest system credential files,
likely for lateral movement into the compromised network. ... the infected devices
could be used to tap into CCTV feeds for a vessel’s bridge, cargo holds, and engine
room, to flood a ship’s satellite communication, or move laterally to critical OT
systems on the ship.”” “While the exact number of infected devices is unclear,
Kaspersky found over 50,000 exposed DVRs, which are potential targets."®

8. Analysts Comments: 50,000 vulnerabilities suggests a significant proportion of
global merchant ships, ports and warehouses are vulnerable. This means the life-
stream of global trade, from fuel to food, is vulnerable through the ‘Broadside’
malware campaign. To date, no countries have been identified as participating in this
campaign.

People’s Republic of China (PRC)

9. New PRC Cyber Campaign Targeting VMWare and vSphere servers. Multiple
agencies, including the National Security Agency (NSA) and Canada's Cyber Security
Centre, are warning that PRC hackers are attacking VMWare and vSphere servers with
‘Brickstorm’ malware. Brickstorm malware creates “hidden rogue virtual machines to
evade detection and steal cloned virtual machine snapshots for further credential
theft. ... Brickstorm uses multiple layers of encryption, including HTTPS, WebSockets,
and nested TLS to secure communication channels, a SOCKS proxy for tunneling and
lateral movement within compromised networks, and DNS-over-HTTPS (DoH) for
added concealment. ... also includes a self-monitoring function that automatically
reinstalls or restarts the malware if interrupted.® [Security agencies] claim that this
malware was deployed to target multiple government services and information
technology entities. ... According to Madhu Gottumukkala, the acting director of CISA,
the Chinese-linked operations are “infiltrating sensitive networks and embedding
themselves to enable long-term access, disruption, and potential sabotage. ... The
advisory cited one instance where the attackers used Brickstorm to penetrate a
company in April 2024 and maintained access through at least September 3, 2025."*°

10. Analysts Comment: Given Canada's Cyber Security Centre is notorious for moving
slowly, the nature of this announcement suggests that the Brickstorm campaign
‘touched a nerve’, penetrating a particularly sensitive network, one that affected the
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U.S. as well.

11. CrowdStrike Reveals PRC Hacking Group ‘WARP PANDA'. Cyber security
company ‘CrowdStrike’ identified the hackers behind the ‘BRICKSTORM’ malware as
“newly identified China-nexus adversary WARP PANDA". CrowdStrike’s assessment of
‘WARP PANDA’ says the group “demonstrates a high level of stealth and almost
certainly focuses on maintaining persistent, long-term, covert access to compromised
networks. Their operations are likely motivated by intelligence-collection
requirements aligned with the strategic interests of the People's Republic of China
(PRC)."*!

12. PRC Cyber Attacks Become Personal. There have been media reports of anti-
PRC activists being harassed in Canada and other countries, distant from the PRC.
Recently, there have been two reports of Al generated ‘deep fake’ pornography being
used against female ‘activists’. Yao Zhang is a Montreal based YouTube creator who
discusses Chinese affairs and shares her support for Taiwan, Hong Kong, and the
Uyghur community. “She became the subject of [many] sexually explicit, Al-generated
deepfake images in September 2024, which were circulating online.”*? In the UK “A
high-profile Hong Kong pro-democracy activist ... Carmen Lau, 30, told the BBC she
was "shocked" as the letters, delivered to addresses in Maidenhead from China,
included her name and images made to look like she was either naked or in
underwear and offering sexual services.”** Analysts Comments: This is what has been
reported in the mainstream media. Local reporting suggests there is a high level of
this type of activity. Further, reports of local pro-PRC activity, opposed to activists
dovetails with these cyber attacks. This infers coordinated campaigns, almost
certainly PRC government run campaigns.

13. Some PRC ‘Student’s’ May Not Be Innocent. “SentinelLabs' Dakota Cary
linked Yu Yang and Qiu Daibing, two alleged members of the Chinese state hacking
group ... Salt Typhoon ... to participants of the 2012 Cisco Networking Academy

Cup. ... Both Yu and Qiu are co-owners of Beijing Huanyu Tianqgiong, one of the
Chinese tech companies that international security advisories specify as being fronts
for Salt Typhoon activity.”** The researchers said there is nothing to suggest that Cisco
and it's Networking Academy Cup had any role or relationship with Beijing. Analysts
Comment: This is far from the first time it has been suggested that students from the
PRC are seeded with military personnel and/or hackers who work for the PRC
government.

This cyber-intelligence product is produced by David Swan. It is copyright David
Swan 2025. This report is TLP:CLEAR?'® and MAY be shared freely.

11 Source: Digital Terminal. CrowdStrike Unveils WARP PANDA, a Sophisticated China-Nexus Threat Actor
12 Source: JunoNews. Beijing targets Montreal Youtuber with sexually explicit deepfakes

13 Source: BBC News. Exiled Hong Kon tivist target of sexually explicit harassment campaign

14 Source: The Register. R rcher claim It Typhoon spi tten i trainin

15 Definition TLP: CLEAR. From U.S. Govt Cyber Defense Agency. Traffic Light Protocol (TLP) Definition
Usage, Recipients may share this information without restriction. Information is subject to standard
copyright rules.

4/5 2025-12-10
© David Swan Consulting 2025


https://digitalterminal.in/amp/story/tech-companies/crowdstrike-unveils-warp-panda-a-sophisticated-china-nexus-threat-actor
https://www.theregister.com/2025/12/11/salt_typhoon_cisco_training/
https://www.bbc.com/news/articles/cq8d34en0yzo
https://www.junonews.com/p/beijing-targets-montreal-youtuber
https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage
https://www.cisa.gov/news-events/news/traffic-light-protocol-tlp-definitions-and-usage

Volume 5: Edition 25

{\ﬁ; L Cyber-Intelligence Report

To unsubscribe from this service send an email to DSC.Ops.Vulcan@gmail.com

5/5 2025-12-10
© David Swan Consulting 2025


mailto:DSC.Ops.Vulcan@gmail.com

